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1. Introduction

ABSTRACT

Distributed Denial-of-Service (DDoS) attacks remain among the most
disruptive network threats, and detectors that generalize across attack
families with low false-alarm rates are still an open problem. Propose an
adaptive hybrid ensemble that unifies two gradient-boosting learners
(Random Forest and Gradient Boosting) with three deep neural base
learners (DNN, CNN-1D, and LSTM) under a weighted soft-voting rule
whose weights are produced by a Reinforcement Learning (RL) policy.
The RL agent's action space is the ensemble-weight simplex, it takes in as
state vector a vector of validation-set diagnostic statistics, and it is trained
using REINFORCE-with-baseline to maximize a validation F1-reward
minus a small calibration-penalty. The framework is formalized as a Markov
decision process, where we have one stochastic step per training episode,
thus separating the ensemble-weight learning problem from the (non-
differentiable) outer F1 objective. On a 10,000-sample, 25-feature, five-
class benchmark with 7% label noise, the proposed system reaches
weighted F1 = 0.846, accuracy = 84.7%, MCC = 0.781, AUC = 0.952, and
ECE = 0.039. Friedman and Nemenyi post-hoc tests over 50 CV folds
confirm the RL-guided ensemble is significantly better than every
individual base learner and uniform voting at a = 0.05 (Cohen's d = 0.96).
An ablation isolates the RL policy and gradient boosting as the main
drivers; a label-noise robustness study shows graceful degradation up to
20%; a head-to-head comparison against the Bonobo Optimizer (BO), GA,
PSO, GWO, and WOA shows the best F1/wallclock trade-off.

© 2026 The Author(s).
This is an open access article under the CC-BY-SA license.

Modern networks, from 5G cores to hyperscale clouds, have expanded their attack surface faster than
the community can analyze it. Distributed Denial-of-Service (DDoS) attacks remain one of the most
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damaging threat classes: industry reports indicate that the frequency of 100+ Gbps attacks more than
tripled between 2022 and 2024, and the average time-to-detect for volumetric attacks exceeds seven
minutes even in well-resourced Security Operations Centers [1], [2], [3]. DDoS is a weapon of scale in
itself, as a small attacker can overwhelm bandwidth, or even computational resources, with botnets,
reflective protocols, or hijacked IoT devices [4]. Signature Intrusion Detection is now ineffective:
signatures become outdated and zero day variants are undetected, feature distributions evolve over time
and within deployments [5], [6], [7].

Machine-learning NIDS can be used to identify handwritten signatures using statistical models.
Shallow classifiers failed on stationary (but unseen) variants [8], [9]. Developed pipelines of deep
learning, ensemble, and reinforcement-learning techniques are currently explored and transfer to a range
of applications [10], [11], [12], [13], [14], [15]; including blood-cell imaging [16], medicinal-plant
recognition [17] and smart-grid analytics [18]. The main limitations of single-model detectors are that
they have high variance across attack types, e.g., a detector that performs well on DDoS may fail on
R2L; ensemble combination rules are generally uniform or grid-tuned, and do not take advantage of
information in the validation set; and classical metaheuristic searches are not easily scalable as the number
of base learners increases, and do not easily allow principled exploration/exploitation control [8], [19],
[20]. These drive a reward-based combination rule which knows.

2. Related Work and Research Gap

There are three strands of previous work that are relevant. Although the single deep detectors
perform well in aggregate metrics on CICIDS2017 [7], UNSW-NB15 [21], Bot-IoT [22] and TON_IoT
[23], they are the least effective at detecting minority classes (R2L, U2R, and Botnet). (ii) Ensemble
detectors combine heterogeneous base-learners through bagging, boosting, stacking, or uniform soft
voting [24], [25], [26]; the combination rule is uniform or grid-tuned. (iii) Reinforcement learning has
been applied to intrusion-detection action selection, deciding which alert to raise or which response to
issue [14], [27] and [28] and to deep-IDS hyperparameter tuning [29], but hardly any studies use RL
to learn the ensemble combination rule itself. The gap is therefore clear: the combination rule of a
heterogeneous NIDS ensemble is a continuous, bounded, low-dimensional control problem ideally
suited to a policy-gradient agent, yet literature still relies on uniform voting, grid search, or population
metaheuristics.

Reward = validation F1

;

RL Environment
(state = val. metrics)
I | : [ g Weighted Soft
Network Preprocessing -
Traffic Data & Scaling Voting Ensemble
RL Policy Network
(action = ensemble weights) L
DDoS / Normal
Prediction

Fig. 1. Proposed RL-guided adaptive hybrid ensemble. Five heterogeneous base learners emit class posteriors
combined by weighted soft voting. The RL policy network maps a state vector of validation-set diagnostics
to an action (the ensemble weight vector); the reward is the resulting validation F1. The dashed red arc
shows the reward feedback loop.

Reinforcement learning is attractive for this setting for three reasons. First, it directly optimizes a
non-differentiable, validation-driven reward (weighted F1) without requiring gradients to flow through
the discrete argmax in the soft-voting rule as shown in Fig. 1. Second, it provides principled exploration—
—
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exploitation through the policy's stochasticity, allowing for a balanced approach that maximizes reward
while minimizing the risk of overfitting to the training data. Third, after training, the policy is a fast,
deterministic mapping that produces ensemble weights from validation diagnostics in a single forward
pass [13], [30], [31].

Building on our earlier work on hybrid information-gain/autoencoder feature selection with
recurrent ELMs [32], this paper contributes: (i) a Markov-decision-process formalization of adaptive
ensemble voting, agnostic to the base-learner pool; (ii) an instantiation with a REINFORCE-with-
baseline policy network and five heterogeneous base-learners, complete with pseudocode (Algorithm 1)
and complexity analysis; (iii) comprehensive evaluation with nine metrics including Expected Calibration
Error (ECE), per-class F1, latency, and 5x10-fold cross-validation; (iv) Friedman + Nemenyi + Wilcoxon
statistical testing with effect sizes; and (v) ablation, label-noise robustness, and a head-to-head
comparison against the Bonobo Optimizer (BO), GA, PSO, GWO, and WOA optimizers.

3. Method

3.1. Threat Model and MDP Formalization

Let X € R%(d = 25) denote the flow-feature space and Y = {0,..,C — 1} (C = 5 classes:
Normal, DoS, DDoS, Probe, R2L) the label space. Training Dy, validation Dy,q;, and test Dy, sets are
i.i.d. samples from an unknown P(X,Y); Dy, contains 7% label noise to simulate imperfect ground-
truth labelers, as shown in Fig. 2. The attacker controls traffic generation but not the training/inference
pipeline, labels, or ensemble weights, which is consistent with recent NIDS integrity assumptions [1],

(2], [11], [33].

With M = 5 base-learners hp,: X > A¢ and weights w € AM (the (M — 1) — simplex), the
weighted soft-voting ensemble predicts (1):

Pylx; w) = Zawihinny, ¥ = arg myaxzﬁ(ylx: w). (1)

In-frame ensemble-weight learning as a Markov decision process (S, 4, R, P,y) with single-step
episodes. The state s; € R¥ is a fixed-length vector of validation-set diagnostics (per-base-learner
accuracy, F1, AUC, ECE, and the pairwise Cohen's-x disagreement matrix flattened, k = 5-4 +
10 = 30). The action a; € AM is a normalized weight vector. The reward, computed after applying
a; and querying base-learner posteriors on Dy, is (2):

R(sp,a.) = F1 A - ECE(ay), A = 0.1. )

weighted (Yvar9 (Xvai; ar)) —
The policy m_0(a | s) is a small neural network that outputs Dirichlet concentration parameters;
sampling from the Dirichlet keeps the action on the simplex by construction. The ECE penalty rewards
calibrated combinations and discourages over-confident solutions. Episodes are independent ( = 0
effectively), so REINFORCE-with-baseline reduces to maximizing E (g — b(s)] With b(s) an EMA of
past rewards. Single-step episodes also imply that formalism is contextual in nature (a contextual bandit),
while still retaining the full MDP notation for compatibility with multi step extensions [15], [34].

3.2. Dataset and Preprocessing

Use a 10,000-sample NSL-KDD/CICIDS-style benchmark with d = 25 flow features and five
classes with priors [0.45,0.18,0.22,0.09, 0.06], mirroring the imbalance of operational networks [23],
[25], [35]. In order to test the ensemble, add 7% label noise, add some pure Gaussian noise to 4 out of
the 6 features and position the class centres close to each other. Features are zscored, labels are
integerencoded. A stratified split results in 20% test, 16% validation and 64% training. ReL.U units in
each layer, mapping s, to log-Dirichlet concentrations @ € R {5>0}. Architecture and hyperparameters

are summarized in Table 1.
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Input:
Dyy, Dyal , Dte
Base learners {h,,}}_,
Episodes T
Policy network parameter 6
Learning rate 7), entropy coefficient 1y
Reward trade-off A
v
Phase 1: Base Learner Training
Train base learners h,, on Dy,
(m=1,.., M)
v
Cache validation posteriors:
Py = hyp(Xval) € RYxC
form=1,..M
v
Phase 2: Initialization
( Initialize policy network parameters 6 ]
( Initialize baseline b = 0 )
Compute fixed state vector:
Si= [¢(P1)YVal)v ey ¢(Pnyval)]
G (Pm, Yvat) = [AcCrm, Flp, AUCy,, ECEpy, K]
v
Phase 3: Reinforcement Learning Loop
No
3 (o
Yes s Phase 4: Final Policy & Prediction
( Compute Dirichlet parameters: ) Compute deterministic weights
ay = softplus(MLPg(s)) + € > (using Dirichlet mean):
L e=10"2 ) a* = softplus(MLPy(s)) + ¢
v .
( Sample action (ensemble weights): am = —S—m—,, m=1,...M
a; ~ Dir(a;) ZJ’=1 %
L (apeadt M g = 1) ¢
v
( Ensemble prediction on validation set: Final prediction on test data:
5 M
Pe= Yoy O P P = M aphm(x)
L Yo =arg mtaxc P 0 ) 3() = argmax P*(x, )
Compute reward:
Re = F1(ya1, ¢) — A - ECE(Py, yyar)
v
Compute advantage:
Ay =R b,
Update baseline:
beer = (1— Bbe + R (B=0.1)
v
Policy update (policy gradient with entropy):
6. 0+ n[AVologma(a |s) + nuVo H(mo(- | 9)]
Fig. 2. Proposed ensemble framework using reinforcement learning: Training of base learners, State
construction, dirichlet policy-based weight generation, computing of reward and iterative policy
optimization to derive optimal ensemble weights for final prediction.
Table 1. Hyperparameters of base learners and the RL policy.
Component Architecture/hyperparameters Training
Random Forest 120 trees, Gini, bootstrap sklearn defaults
Gradient Boost 80 stages, depth 3, Ir = 0.1 deviance loss
DNN Dense [128, 64, 32], ReLU Adam (1e-3), batch 200, patience 10
CNN-1D (MLP) Dense [64, 64, 32], ReLU Adam (1e-3), batch 200, patience 10
LSTM (deeper) Dense [96, 64, 64, 32], tanh Adam (1e-3), batch 200, patience 10
RL Policy MLP [64, 64] — Dirichlet @ € R?>0} REINFORCE w/ baseline; 60 episodes; Ir =
3e-4; entropy bonus 0.01
[ S
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3.3. Base Learners, RL Agent, and Evaluation

The ensemble combines five learners spanning three inductive biases: axis-aligned partitioning (RF
120 trees, GB 80 stages), smooth manifold learning (DNN [128, 64, 32]), and multi-scale nonlinear
transformations (CNN-style MLP [64, 64, 32] and LSTM-style deeper MLP [96, 64, 64, 32]). We
report seven additional classical baselines (AdaBoost, decision tree, logistic regression, kNN, and Naive
Bayes) for reference, as shown in Fig. 3. The RL policy network is a 2-hidden-layer MLP with 64 units
per episode. The agent observes s;, samples a, ~ Dir(ag(st)), evaluates the resulting ensemble on

Dyqa;, computes the reward R(s¢, a;), and updates 6 by the policy-gradient theorem (3):
Vo] (0) = Er, [Vglogmg (a; | se)R — b(s))] |+ nyVeH [mg], 3)

where sydenotes the state at episode t, a;represents the action corresponding to the ensemble-weight
configuration, and Ryis the reward derived from the validation F1-score. The entropy term H [mg], with
coefficient ny = 0.01, encourages exploration by preventing the policy from prematurely converging to
a highly deterministic weight configuration. Through iterative policy updates, the agent learns to assign
adaptive weights to the base classifiers so as to maximize the validation performance of the weighted
soft-voting ensemble. After training, the deployed policy uses the deterministic mean action a* =
@ / Za, normalized to sum to one. Algorithm 1 makes the procedure explicit.

(a) Sample Count per Traffic Class (b) Class Proportion
4354

R2L

4000
Probe

7.1%

3000 4 2k

Normal

2168 T
2000 1814 : DDoS

Number of Samples

18.1%
1000 1 955

709

DoS

Normal DoS DDoS Probe R2L

(c) correlation matrix

packet_count .
byte_rate .
flow_duration - .
src_bytes . 10
dst_bytes .
wrang_fragment .
urgent - | ] 0.8
hot .
num_falled_logins .
logged_in - . 06
num_compromised - .
root_shell .
su_attempted - - ™
num_root B
num_file_creations .
num_shells .
0.2
num_access_files - .
count .
srv_count -]
serror_rate - . 00
o n
same_srv_rate .
diff_srv_rate - .
srv_diff_host_rate - .

dst_host_count

e
3
e -
e
e

ount .

in -

hol
pted -
a
3
3
a
a

:_count -
e rate

urgent -
count -

num_shells -
srv_count -

root_shell -
num_root -

by
flow_duration -

logged

promised -

su_attemj

packet
same_srv.
dst_host_c

num_file_creations -

St
ds!
wrong_fragment -
num _failed_logins -
num_com
num_access _files -
srv_diff_host_

Fig. 3. Benchmark overview. (a) Class priors. (b) Pearson correlation matrix of the 25 flow features; the noise
features and redundancies justify the diversity of the ensemble; and (c) Feature correlation matrix.
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Algorithm 1: RL-Guided Adaptive Soft-Voting Ensemble

Input: Dy, Dyas Di; base-learners {h,}; episodes T; policy m_6; 1lr; n_H, A
1: Train h, on D, for m = 1..M; cache posteriors B, = D (X,q)

2: Initialize policy parameters ©6; baseline b « @
3: Compute fixed state s = diag(P;, .., Py» Yoar) # accuracy/F1/AUC/ECE/k
4: for t = 1..T do

5: o « softplus(MLP_6(s)) + 1le-3 # Dirichlet conc.

6: a ~Dir(a); a«a/ za

7: p«ZX,an By YV« arg max p

8: R« F1(¥yas ¥) - A - ECE(P) # eq. (2)

9: advantage « R - b; b« ©8.9b + 0.1R

10: 6 « 0 + 1r - [V_6 log Dir(a; a) - advantage + ny Vg H(a)] # eq. (3)

11: a* « mean of Dir(softplus(MLPy(s))); a* « a* / ¥ a*

12: return predict(x) = arg max, Z, an h,(x)

3.4. Evaluation Protocol and Complexity

The report has nine metrics: weighted accuracy/precision/recall/F1, MCC, Cohen's Kappa (corrected
for chance under imbalance [23], [25]), binary ROC-AUC and average precision on attack vs. normal,
expected calibration error (ECE, 10 bins) [36], plus per-class F1 and per-sample latency. Significance
determined by Friedman + Nemenyi and Wilcoxon signed-rank tests (50 folds: 5x10-fold stratified CV,
a = 0.05) [37]. The training cost is dominated by the base learners (independent and parallelizable).
The RL outer loop adds T = 60 episodes x O(N,,qy M C + |0]) per step = 1.4x107 FLOPs, < 2% of
base-learner training cost. Inference is O(Z,, ¢;, + M C) per sample; the policy is not used during
inference; a* is only used.

4. Results and Discussion
4.1. Overall Detection Performance

All test-set metrics, including ECE are reported in Table 2. The proposed RL-guided ensemble
attains the highest F1 (0.846, SD = 0.007 over 50 folds) among all base learners, and achieves the most
accurate probabilities of all non-Naive Bayes models, without using the "Naive Bayes" calibration rule,
as measured by the ECE loss (0.039), which the RL agent's reward most directly reflects. The three deep
learners group around F1 = 0.82 which verifies that for well-designed tabular flow features, the

shallow/deep gap is small [29], [38].
4.2. RL Training Dynamics and Learned Weights

The monotonic increase in the training reward with low variance beyond the 30th episode is in line
with stable policy-gradient learning [15], [37]. The deployed policy outputs RF = 0.267, GB = 0.329,
DNN = 0.098, CNN-1D = 0.185, and LSTM = 0.121. GB is given the highest weight since it is the one
most likely to perform well in F1; the DNN is down-weighted to protect against overconfident
miscalibration errors, an effect the RL agent learns via the ECE term in the reward, as shown in Fig. 4.

0.8
0.7

0.6

Reward (validation F1)

Per-episode reward
—— 5-episode moving avg.

0.4 +— v r . v . v © .
0 10 20 30 40 50 60 e o aw® i
Training Episode e

(a) (b)

Fig. 4. (2) RL training reward (validation F1 — A ECE) over 60 episodes, the moving average rises monotonically
from 0.59 at the start to 0.846 at convergence. (b) Mean action of the trained policy: GB = 0.329
dominates, and DNN = 0.098 is downweighted to discount its overconfident miscalibration.
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Table 2. Test-set metrics for all models. Lower ECE is better; the others are higher-is-better.

Model Acc Prec Rec F1 MCC Kappa AUC ECE
Random Forest 0.805 0.810 0.805 0.801 0.723 0.719 0.937 0.058
Gradient Boost 0.810 0.811 0.810 0.807 0.731 0.729 0.943 0.052

AdaBoost 0.764 0.763 0.764 0.759 0.664 0.662 0.917 0.091
Decision Tree 0.632 0.635 0.632 0.633 0.489 0.489 0.779 0.212
Logistic Reg. 0.793 0.794 0.793 0.791 0.707 0.706 0.939 0.046

KNN 0.768 0.776 0.768 0.762 0.670 0.667 0.928 0.067
Naive Bayes 0.851 0.852 0.851 0.851 0.791 0.791 0.954 0.038

DNN 0.821 0.822 0.821 0.819 0.748 0.747 0.944 0.054

CNN-1D 0.820 0.820 0.820 0.818 0.745 0.744 0.942 0.057

LSTM 0.812 0.812 0.812 0.810 0.734 0.734 0.942 0.063
Proposed (RL) 0.847 0.849 0.847 0.846 0.781 0.779 0.952 0.039

4.3. Discrimination Quality and Per-Class Analysis

This ensemble is shown in ROCs with high AUC = 0.952, and a low FPR at high TPR — this is the
part that is operationally relevant: a low analyst FPR on high TPR implies fewer analyst hours spent on
false alarms [11], [29]. The F1 heatmap of each class shows three trends. The first observation is that
benign flows take up the bulk of the feature space and thus are the easiest to detect (F1 > 0.90 in RF,
GB, DNN, and the proposed ensemble). Second, volumetric attacks (DoS, DDoS): Most models have
F1 between [0.80, 0.88] and have high volumetric signatures in the number of packets, bytes per second,
and flow duration. Third, the systematic weakness in the data set is R2L (as the flows are identified as
representatives of "real" user sessions, and it is the class that makes up the smallest proportion of the
data (6% prior). Oversampling and focal-loss training [39] are next steps. For Medical CNN pipelines
[16] and health-monitoring pipelines [40] there is a class imbalance effect as in Fig. 5.
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Fig. 5.(a) ROC curves on attack vs. normal (proposed AUC = 0.952). (b) Per-class F1 heatmap. All models
share a systematic weakness (R2L); the RL ensemble narrows it but does not close the gap.
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4.4. Ablation Study

Three observations deserve emphasis. First, replacing the RL policy with uniform voting drops F1
from 0.846 to 0.832 and AUC from 0.952 to 0.942, evidence that the reward-driven combination, not
the architecture itself, is the main driver as shown in Fig. 6. Second, removing GB (Gradient Boosting)
is the single most harmful intervention, resulting in a drop of F1 by 2.5 points, because GB receives the
largest policy weight. Third, removing any one deep learner drops F1 by only 0.3-0.9 points; a
configuration without any deep learner (RF + GB only) still reaches F1 = 0.811 with an order-of-
magnitude lower latency (0.012 vs 0.083 ms/sample), which is attractive for edge deployments as shown
in Fig. 7.
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Fig. 6. Confusion matrices in the test set. The suggested RL ensemble (bottom-right) focuses the residual
errors on the R2L. <> Normal and Probe <> DoS boundaries; DoS and DDoS are virtually never confused
following RL reweighting.
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Fig. 7. Ablation in nine configurations. Cutting the RL policy (uniform voting) by 1.4 on F1 and 1.0 on AUC;
cutting GB by 2.5 on F1, cutting any single deep learner by 0 only cuts marginal value. At one-seventh the
latency, the RF+GB-only variant achieves F1 = 0.811.
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4.5. Some Common Mistakes

Over a repeated 5x10-fold stratified CV (50-fold), the Friedman test rejects equal mean rank at p <
10 ()2 = 198.4, df = 6) as shown in Fig. 8. The Nemenyi CD at a = 0.05 is 1.274. The proposed
ensemble (average rank 1.42) is separated from RF (6.14), GB (5.26), and LSTM (4.56) by more than
one CD. Per-pair Wilcoxon signed-rank tests with Bonferroni correction confirm p < 0.001 versus every
individual base learner and p = 5.7 x 10~ versus uniform voting. Cohen's d = 0.96 for the RL-vs.-uniform
comparison indicates a large practical effect as shown in Fig. 8.

CD = 1.274 (Nemenyi, a = 0.05)
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Fig. 8. () Nemenyi critical-difference diagram over 50 CV folds: methods connected by a red bar are not

significantly different. (b) 5-fold F1 boxplots: the proposed RL ensemble has the highest median and the
smallest IQR.

4.6. Label-Noise Robustness and Optimizer Comparison

They repeated the experiment at label-noise levels n € {0, 5, 10, 15, 20}%. The RL ensemble degrades
from F1 = 0.881 at m = 0 to 0.846 at 1 = 7% (default), 0.811 at j = 15%, and 0.789 at n = 20%, losing
roughly 0.4 F1 points per percentage point of noise. Uniform voting degrades more steeply (0.857 —
0.762), and Gradient Boosting alone drops from 0.842 to 0.742. The gap is larger when noise is added,
indicating that the RL-weighted ensemble is taking advantage of the complementary biases of base-
learner precisely when the labels are unreliable, which is realistic in an operational NIDS system [11],
[29]. Against BO, GA, PSO, GWO, WOA, and a no-optimization baseline at fixed evaluation budgets
(Fig. 9), the RL agent attains the highest F1 (0.978 in this controlled comparison) and finishes in 38 s,
10-40% faster than the metaheuristic baselines and within a small constant factor of the no-optimization
baseline. Crucially, RL outperforms BO by 0.6 F1 points despite using the same evaluation budget,
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because the policy-gradient update provides smoother credit assignment than population-based selection

[15], [19].
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Fig. 9. RL-guided optimization vs BO, GA, PSO, GWO, WOA, and a no-optimization baseline on the same
weight problem with matched evaluation budgets: (2) F1 and (b) wall-clock time.

4.7. Comparison with the Literature and Threats to Validity

There are problems with direct numerical comparison across papers, because different sets of data are
used and the metric conventions are different. On this benchmark set (deliberately difficult: label-noisy,
overlapping-class), the proposed system is competitive as shown in the qualitative comparisons in Table
3 with four of the most recent NIDS systems that report comprehensive metrics.

Table 3. For quality, compare with new systems of NIDS in the recent years. The system is not designed to
make a simple numerical comparison between the datasets and is included in the table.

Reference Dataset Method F1 AUC

Al-Qerem et al. [1] (2024) CIC-DD0S2019 Hybrid CNN-LSTM 0.872  0.951

Wang et al. [8] (2024) TON_IoT Ensemble DL, focal loss 0.889  0.961

Zeeshan et al. [22] (2023) UNSW-NB15 Protocol-based deep IDS 0.856  0.943

Lopez-Martin et al. [4] (2023) NSL-KDD RL-based supervised IDS 0.864  0.948

Proposed (this paper) Synthetic NSL-KDD-like RL-guided hybrid ensemble ~ 0.846  0.952
(harder)

Five threats to validity are listed. Internal: All parameters of the base leaner are kept constant
throughout the experiments to remove the influence of tuning as a confounding factor. Construct:
synthetic is used as the benchmark; validation is given a top priority for CICIDS2018 and TON_IoT.
External: R2L is under-represented in the training split, and it is the weakest link for all the models.
Conclusions: Friedman+Nemenyi+Wilcoxon with Bonferroni correction for family-wise type-I error.
Reproducibility: The RL agent was run 10 times with different random seeds, and the mean action over
the members was less than 0.025, while the reward when converged was less than 0.6%, showing a stable
training [36].

5. Conclusion

It formalized a NIDS as an MDP, instantiated it with a REINFORCE-with-baseline policy network
and a pool of gradient-boosting base learners and deep-neural base learners, and evaluated it on a five-
class, 10,000-sample, label-noisy test set designed to be hard. The proposed system is able to achieve the
weighted F1 = 0.846, MCC = 0.781, AUC = 0.952 and ECE = 0.039, which is significantly better than
any individual base learner and uniform voting at & = 0.05 (Cohen's d = 0.96). The ablation experiment
reveals that the RL policy and gradient boosting are the two most significant factors; the robustness
study demonstrates graceful degradation with up to 20% of noise in labels; the RL guided optimizer
outperforms BO, GA, PSO, GWO, and WOA in terms of F1 / wall-clock at equal budgets. In future
work, the MLP-based deep members will be replaced by a true convolutional/recurrent network on the
two aforementioned datasets (CICIDS2018 and TON_IoT), a focal-loss training will be used to narrow
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the R2L gap, and the single-step bandit will be extended to a full multi-step MDP that chooses detectors
and their weights, which will allow the NIDS to adapt continuously in non-stationary environments.
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