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1. Introduction 
In today's world, fifth-generation (5G) networks are available, allowing users to communicate 

seamlessly. Furthermore, faster communication improves the usage of resources [1]. The networks 

enable increased scalability, dependability, data rates, low latencies, and capacities for applications such 

as vehicular and device-to-device (D2D) communication [2], [3]. In addition to 5G and beyond 5G 

networks' efficacy, the communication platform faces other challenges. The problems are reportedly user 

privacy, resource management, as well as handover authentications [4]. Authentication during handover 

is an important difficulty in providing secure communication and data transmission [5].  
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 The 5G mobile networks offer extra benefits in terms of high data rates, 

lower latency, and more coverage in comparison to 4 G networks. However, 

the 5G network offers new levels of data transfer and processing speeds, 

ensuring users do not disconnect as they move from one cell to another. 

By considering these issues, this paper proposes a new blockchain-based, 

scalable, and reliable 5G handoff authentication system. The proposed 

approach is intended to ensure authentication using Exponential Elliptic 

Curve-Assisted Encryption (EEE) between the user and the base station. 

After the successful authentication, the user stores the details in the source 

base station. In a blockchain-based 5G handoff authentication system, 

when a user device enters the range of a new base station, it sends a handoff 

request using a pseudorandom frequency-hopping sequence. The serving 

base station sends a handover command to the mobile device, containing 

details about the target base station and the next frequency in the hopping 

sequence. This request is disseminated through an Improved gossip 

algorithm that minimizes communication overhead and accelerates node 

authentication in the blockchain for consensus and validation. Similarly, in 

blockchain networks, the gossip protocol ensures that every node in the 

network receives information about the request for handoff while ensuring 

that the messages sent are not redundant. Therefore, the joint graph-based 

Delegated Practical Byzantine Fault Tolerance (JG-DPBFT) consensus 

process is utilized to verify the handoff.  
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Various algorithms are introduced to reduce and monitor the threads during the handover of signals 

to other base stations (BS) [6]. Even though a reliable approach has not yet been identified as a 

prominent strategy, early deep learning (DL), as well as machine learning (ML) models, have been 

developed to recognize the threatened network with the help of features and labels [7], [8]. The 

collection of features may be relevant or irrelevant in certain situations, which leads to lots of 

complications. In the motive of identifying the attacks, the recurrent neural network (RNN) is used as 

a detection model for identifying attacks with high possibility [9]. The model exhibits vanishing 

gradients, leading to incorrect detection in some scenarios. Hence, cryptographic algorithms are used to 

safeguard data during handoffs between station [10].  

The algorithms minimize the risk as compared to deep learning technologies in the handoff scenario 

[11], [12]. Even though the threats to data remain, the attack surface in 5G networks has increased. In 

order to increase security, the blockchain is integrated with handoff signals [13], [14]. Blockchain is said 

to be a decentralized server that provides high security in storing data and request authentication [15]. 

Several models used fuzzy-based systems for authentication, which provide high latency in the handoff 

[16], [17]. To achieve competent key arrangement as well as rapid succeeding authentication, a consensus 

mechanism has been introduced that provides blockchain-enabled handover confirmation facilitated in 

5G heterogeneous networks [18]. The approach provides latency and scalability challenges. Hence, the 

model that enhances both scalability and security is still in use [19], [20]. 

Ultra-dense heterogeneous networks (UDHN) have emerged as the main answer to numerous 

network issues as an result of the development of 5G technology. The UDHN's dynamic, transient, and 

autonomous access points (APs) and user equipment (UE) contribute to its complexity. Malicious 

assaults pose a threat to security in 5G networks, while frequent handovers may compromise reliability. 

It is especially critical for 5G networks, which must provide a dependable and safe connection while 

serving a broad range of applications. Blockchain technology enables end-to-end service transfer across 

the 5G network, including authentication. Therefore, blockchain must be integrated with 5G networks 

to improve security. Traditional handoff authentication mechanisms in cellular networks often rely on 

centralized authorities, which can introduce latency, bottlenecks, and vulnerability to single points of 

failure.  

Blockchain technology, having a decentralized nature and robust security features, presents a 

promising solution for 5G handoff authentication. However, integrating blockchain into 5G networks 

is not without challenges, particularly due to its high computational cost and delay in consensus 

mechanisms. However, standard blockchain consensus algorithms, such as Proof of Work (POW), are 

not suitable for real-time 5G applications due to their high latency and computational inefficiency. To 

address this problem, this study suggests a Blockchain-based 5G Handoff Authentication System 

utilizing a JG-DPBFT consensus approach. The goal is to provide a lightweight, decentralized 

authentication mechanism that ensures secure, low-latency handoff between 5G base stations while 

maintaining the scalability and efficiency needed for a high-density network. This system aims to 

minimize delays, reduce computational overhead, and enhance the overall security and performance of 

5G handoff processes. 

The major contributions of this research work are: 

• To design a blockchain that enables a 5G handoff-authentication framework that avoids full re-

authentication during inter-cell mobility, which helps to reduce handover authentication delay.  

• To introduce a JG-DPBFT mechanism. where consensus is performed by dynamically selected 

delegated committees rather than all blockchain nodes, which helps reduce consensus delay and 

expand the throughput range. 

• To improve the gossip algorithm, a historical node filtering is introduced, which helps to minimize 

redundant message propagation during handoff authentication. This approach helps to reduce 

communication overhead and energy consumption. 
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• To support fast cryptographic authentication at the radio edge, an EEE scheme is proposed that 

replaces traditional scalar multiplication with exponential operations. 

• To validate a comprehensive NS-3-based simulation of the individual and combined impact of 

the proposed components, which demonstrates that the performance gains are obtained from the 

combined approach of all phases. 

Unlike existing studies that improve only a single layer, either cryptography or mobility prediction. 

The proposed approach introduced a co-designed architecture where each component contributes to a 

distinct performance metric. The experimental results confirm that the reduction in handoff 

authentication delay is primarily achieved by JG-DBPT consensus and an improved gossip mechanism. 

The rest of the paper is organized as follows: Section 2 presents the related work. The proposed 

Blockchain-based 5G Handoff Authentication is demonstrated in Section 3. Section 4 shows the 

simulation results and the analysis; finally, the conclusion and future scope of the work are presented in 

Section 5. 

2. Related works 
Some of the recent research work surveyed related to Blockchain-based 5G Handoff Authentication. 

Table 1 compares existing models. 

Table 1.  Existing models with disadvantages. 

Author & 
Reference 

Year Model Performance Disadvantages 

Krishnan et al. [21] 2024 Secure Handover 

Key approach  

exhibits better changeover 

performance 

This may lead to 

computational overhead 

Mannem et al. [22] 2024 WbPOH Attained 5.2Mbps throughput High complexity, which leads 

to delays in transmission 

Baz et al. [23] 2024 Deep residual 

LSTM 

minimize handover delay as well 

as optimize resource allocation 

lead to increased processing 

requirements and latency 

Mohammed et al. 

[24] 

2024 HAFC Less communication overhead The model had latency and 

security risks 

Haddad et al. [25] 2024 ZKP and 

Blockchain 

Need low computing 

requirements  that provide less 

computation 

 The approach provides 

scalability challenges 

Goswami et al. 

[26] 

2024 Blockchain based 

fast as well as 

secure handover 

authentication 

framework for 5G 

networks. 

Less computation and 

communication overhead.  

 

Obtained security issues like 

anonymity, traceability, and 

unlinkability.  

Surapaneni et al. 

[27] 

2024 Vehicle 

authentication 

handover scheme 

with blockchain, 

IPFS, and cloud 

computing  

Maintaining better throughput 

and latency 

This leads to scalability and 

high computational issues   

Ma et al. [28] 2024  Blockchain 

technology for a 

group of MTCD 

Efficient communication and 

computational costs 

The model had high latency 

and less data transmission  

 

Krishnan et al. [21] presented a unique method of authentication that makes use of Software Defined 

Networks (SDNs) called Secure Handover Key. The suggested plan incorporates resilience against leaks 

and perfect forward secrecy with recycled lightweight dynamic key encryption. The computing, 

communications, signal, and energy costs for 5G mobility applications and vehicular communication 
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networks (VCNs) are used to evaluate the importance of the suggested approach. Compared with 

traditional systems, the scheme used in this study offers better handoff performance and enhanced 

security. Mannem et al. [22] developed a Wolf-based Power-Optimized Handoff (WbPOH) technique 

to control power and signal drop. Grey wolf fitness is used for continuous monitoring and for predicting 

the closest-approaching Handoff signal, as well as for work-free node prediction.   The single strongest 

signal near the range was first enabled by the intended WbPOH during the Handoff process, and 

subsequently the previous signal was destroyed. Furthermore, 5.2 Mbps throughput is achieved for the 

Worldwide Interoperability for Microwave Access (WiMAX) network and 5 Mbps for the cellular 

network in the suggested WbPOH. Furthermore, the WiMax network efficacy is 96%, while the claimed 

cellular network efficacy is 95%. 

Baz et al. [23] developed an innovative technique to enhance mobility organization in 5G systems by 

employing a deep residual long short-term memory (LSTM) model. Proactive resource allocation and 

handover decisions are enabled by the model's ability to forecast future user locations and mobility 

patterns using past mobility data. Residual influences should be included in the LSTM model to 

represent intricate sequential dynamics. Prediction accuracy improves as a result. The 5G network's 

mobility organization design also integrated the mLSTM paradigm. While, Mohammed et al. [24] 

presented a Handover Authentication Scheme Based on a Fog Computing (HAFC) system for handover 

authentication. The suggested model facilitates safe property transfer between fog servers for 5G-assisted 

vehicular blockchain and quickly re-authenticates vehicle networks. The suggested HAFC system 

comprises both phases: the initial authentication phase and the handover and authentication step. 

Throughout both phases, the vehicle is authenticated to fog in the HAFC scheme server using 

Computational Diffie-Hellman (CDH) security.  

Haddad et al. [25] introduced an anonymous method to efficiently preserve privacy in the 5G network 

handover protocol using Zero Knowledge Proof (ZKP) and Blockchain. The suggested approach might 

preserve forward/backward secrecy while being resilient to individuality capture, geographic extent 

tracing, and replay attacks. Furthermore, the performance assessment of the suggested strategy 

demonstrates that it is rapid and efficient due to its low computational requirements, small message 

count, and the absence of Home Network (HN) involvement in the handover protocols. 

The 5G networks, with their high bandwidth, low latency, and flexibility, are becoming increasingly 

desirable for future IoT applications. However, small cells such as picocells, femtocells, and microcells 

can be deployed to provide greater bandwidth. Small cells, on the other hand, had less signaling coverage, 

resulting in more frequent authentication handovers. Goswami et al. [26] proposed a blockchain-based, 

rapid, and secure handover authentication architecture for 5G networks. The suggested framework is 

designed to withstand security assaults such as key compromise and phony base station attacks. Informal 

security demonstrates that the proposed framework is resilient to many security risks, including 

desynchronization, eavesdropping, and denial-of-service attacks. Furthermore, the performance analysis 

of the recommended framework reveals fewer processing and communication overheads. 

Telecommunications improvements significantly assist the Internet of Vehicles (IoV) in various ways. 

Reduced latency, faster data transfer, and lower pricing are transforming the IoV ecosystem. However, 

while technological advancements provide benefits, they also expand cyberspace, raising security and 

privacy concerns. Surapaneni et al. [27] developed a vehicle authentication handover technique that uses 

blockchain, the InterPlanetary File System (IPFS), and a hybrid computing approach. This framework's 

proof-of-reputation (PoR) consensus technique improves traceability and transparency, while elliptic-

curve cryptography (ECC) reduces computational latency. Furthermore, the created framework assures 

confidentiality, data availability, and integrity while improving throughput and latency in vehicle re-

authentication. 

The 5G wireless network connection enables large IoT applications, including enormous machine-

type communication (MTC) systems. The group of MTC devices (MTCD) repeatedly connects to a new 

target base station. In contrast, frequent mutual authentication operations resulted in large signaling 

overheads in access, which reduced overall network performance. Ma et al. [28] proposed a competent 
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and safe handover verification technique based on blockchain technology for a group of MTCDs. The 

protocol uses blockchain to decentralize authentication away from centralized servers and distribute it 

across all BS. However, the suggested design can eliminate single points of failure, make DDoS attacks 

more difficult, and improve mutual authentication and key negotiation among group MTCDs and base 

stations. Furthermore, the performance assessment of the suggested protocol was effective in terms of 

communication locations and computing costs.  

Current authentication-based handover protocols of 5G networks are mostly based on centralized or 

semi-decentralized networks, which create scalability bottlenecks, longer authentication latency, and 

susceptibility to single points of failure in higher-density deployments. Blockchain-based technologies 

proposed in previous research tend to implement traditional consensus models, including PoW, PoS, 

and PBFT, which are computationally expensive, energy-intensive, and have long consensus times, and 

are therefore not applicable to a real-time handover process. ML, DL based mobility and handover 

schemes, although effective in prediction, add complexity of processing and do not provide cryptographic 

security guarantees. Moreover, a number of handover models based on blockchain have the drawback of 

redundancy in message transmissions because of inefficient gossiping protocols, low fault tolerance in 

Byzantine situations, and re-authentication between cells. The combination of these constraints leads to 

higher handover delays, decreased throughput, and an inability to scale to large-scale 5G heterogeneous 

networks. Unlike the current methods, the developed IGJ-DPBFT-based handover authentication 

system presents an essentially different combination of enhanced gossip-based message dissemination, 

joint-graph-directed delegated consensus, and lightweight EEE.  

In contrast to traditional PBFT and PoW-based blockchain implementations, a joint-graph structure 

shifts consensus responsibility to dynamically generated committees and significantly reduces 

communication overhead, while maintaining BFT. The enhanced gossip algorithm reduces the 

likelihood of unnecessary message propagation in handover requests in directly addressing the latency 

and scalability constraints experienced in the earlier blockchain-based algorithms. Moreover, the 

proposed EEE mechanism replaces computationally intensive elliptic-curve-based computations with 

exponential transformations, producing keys and authentication much faster without loss of security. 

The proposed model provides a scalable, low-latency, and energy-efficient solution to ultra-dense 5G 

networks, with end-to-end handover validation, and allows parallel execution of consensus, a key feature 

that makes the proposed model a specific solution as opposed to the traditional adaptations of 

conventional mechanisms. 

3. Method 
This paper proposes a blockchain-based, scalable, and reliable 5G handoff authentication system 

based on IGJ-DPBFT. However, this network is suggested to increase user authentication. The 

suggested approach minimizes delay in handovers between different cells by preventing re-

authentication, also allowing users to establish a safe and fast connection. Delay reduction is considered 

one of the key goals and characteristics of 5G, which can be achieved through a compact structure. The 

suggested consensus mechanism improves the efficiency, stability, and scalability of consensus in 

distributed systems, particularly blockchain networks. In addition, the consensus process is delegated to 

a limited group of delegate nodes, which improves network scalability and communication costs. The 

joint graph structure ensures that delegates are chosen in a way that maintains balanced representation 

and fault tolerance throughout the network. 

3.1. System model 
In 5G handoff authentication, the user initially stores the data in the first base station, which is the 

source base station. Before storing the data, the authentication process by EEE takes place between the 

user and the BS. After the successful authentication, the user will store the details in the source BS. In 

a blockchain-based 5G handoff authentication system, when a user device moves into the range of a new 

BS, it sends a handoff request using a pseudorandom frequency hopping sequence. This sequence should 

be agreed upon in advance to avoid synchronization issues and provide Reduced Interference and Faster 
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Handoff. The serving base station sends a handover command to the mobile device, comprising details 

about the target BS and the subsequent frequency in the hopping sequence. However, the request is 

disseminated through a gossip process among the blockchain nodes, which serve as base stations in this 

context. It responds to handoff requests quickly and effectively through the improved gossip algorithm, 

which minimizes communication overhead and accelerates node authentication in the blockchain for 

consensus and validation. In blockchain networks, the gossip protocol ensures that every node in the 

network receives information about the handoff request and that the messages sent are not redundant. 

Next, the given JG-DPBFT consensus process is utilized to verify the handoff. In this case, the handoff 

request validation is the responsibility of a set of elected delegate nodes. To reach an agreement on the 

authentication choice, these delegate nodes cooperate within the blockchain. Fault tolerance enabled by 

JG-DPBF ensures the network remains safe even in the event that some nodes are compromised. The 

decision is recorded on the blockchain by the delegates once they have verified the request using 

blockchain data. The architectural structure of the system model is depicted in Fig. 1. 
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Fig. 1. System model for the overall research work in the UDHN environment. 

The final decision about approving or denying the handoff is communicated back to the base stations 

and the user device. The gossip algorithm ensures the fast propagation of this decision among blockchain 

nodes. This approach leverages the efficiency of gossip protocols for rapid dissemination and the security 

of blockchain for tamper-proof, decentralized authentication, making it ideal for reducing handoff delays 

in 5G networks. In combination with the suggested gossip dissemination and JG-DPBFT consensus, an 

end-to-end authentication pipeline can be implemented at minimal cost in terms of re-authentication 

while retaining cryptographic strength. It is a significant and application-specific contribution, and not 

simply an aggregate of existing methods. Fig. 2 depicts the workflow for the suggested model. 
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Fig. 2. Systematic flow diagram from end-to-end proposed research. 
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3.2. Exponential Elliptic Curve Assisted Encryption 
Conventional ECC-based authentication schemes rely on scalar multiplication operations, which, 

while secure, introduce non-negligible computational delay during frequent handovers. The suggested 

EEE is not a direct successor to ECC, but an improvement that converts multiplication-based key 

derivation to operations in exponential form, making it more resistant to inverse key computation and 

less time-consuming to authenticate. In contrast to current ECC adoptions of blockchain-scripted 

handover protocols, EEE is specifically designed to handle rapid re-authentication and low-latency 

cryptographic tasks in mobility-empowered systems. EEE provides a feature. The use case diagram of 

authentication is shown in Fig. 3. 

Perform 
Authenticatio

n

Store Data

Validate 
Identity

Authentication 
Mechanism

Block ChainCenter

User

Block ChainCenter

 

Fig. 3. Use case diagram for authentication using the EEE mechanism. 

The user stored the data in the first base station, which is a source base station. Before data is stored, 

the EEE authentication process occurs between the user and the BS. Based on the digital theory of 

elliptical curves, the EEE algorithm can act as an asymmetric encryption method. To ensure 

reproducibility, the proposed EEE scheme is formally defined over a prime field 𝐹𝐹𝑝𝑝, where 𝑝𝑝 is a large 

prime. The elliptic curve is expressed in the following equation. 

)(mod: 32 pbaxxyE ++=   (1) 

Where 𝑎𝑎, 𝑏𝑏 ∈ 𝐹𝐹𝑝𝑝  satisfy the non-singularity condition 4𝑎𝑎3 + 27𝑏𝑏2 ≠ 0. A base point 𝐺𝐺 ∈ 𝐸𝐸�𝐹𝐹𝑝𝑝� of 

order 𝑛𝑛 is publicly agreed upon. The private key 𝑑𝑑 ∈ [1,𝑛𝑛 − 1] is selected by the base station, and the 

corresponding public key is computed using the exponential mapping as 𝑇𝑇 = 𝐺𝐺𝑑𝑑 . For message 

encryption, the plaintext is mapped onto a curve point 𝑀𝑀(𝑥𝑥,𝑦𝑦) ∈ 𝐸𝐸�𝐹𝐹𝑝𝑝� . A random integer 𝑟𝑟 ∈
[1,𝑛𝑛 − 1] is chosen, and the ciphertext is generated as 𝐶𝐶1 = 𝑀𝑀 + 𝑇𝑇𝑟𝑟  and 𝐶𝐶2 = 𝐺𝐺𝑟𝑟 . Decryption is 

performed by computing 𝑀𝑀 = 𝐶𝐶1 − (𝐶𝐶2)𝑑𝑑 . The exponential formulation replaced repeated scalar 

multiplications with exponentiation-based operations, reducing cryptographic computation time while 

maintaining equivalent security for frequency 5G handoff authentication. 
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3.3. Pseudorandom frequency hopping sequence 
In a blockchain-based 5G handoff authentication system, when a user device enters the range of a 

new BS, it sends a handoff request using a pseudorandom frequency-hopping sequence [29]. The 

pseudorandom frequency hopping signal consists of a continuous series of random frequency pulses with 

equal amplitude and length. This random frequency signal remains at each frequency for seconds; the 

detailed process is formulated in the equation below. 

𝑥𝑥(𝑡𝑡) = �2𝑝𝑝∑ 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑡𝑡−𝑘𝑘𝑘𝑘
𝑇𝑇

∞
𝐾𝐾= −∞ 𝑐𝑐𝑐𝑐𝑐𝑐(2𝜋𝜋𝑓𝑓𝑟𝑟 + 𝜑𝜑𝑘𝑘)  (2) 

𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 = �1 − 1
2� < 𝑄𝑄 < 1

2�
0             𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒ℎ𝑒𝑒𝑒𝑒𝑒𝑒

�  (3) 

Where   represent the average power of normalized   , and each frequency is determined by   , the 

operation computed in the equation. 

rakr fff ∆+=   (4) 

Where 𝑓𝑓𝑎𝑎𝑎𝑎 is denoted as the hopped carrier frequency in the 𝑘𝑘𝑘𝑘ℎ pulse, and 𝛥𝛥𝑓𝑓𝑟𝑟 is the frequency shift 

due to the data of the 𝐾𝐾𝐾𝐾ℎ pulse. Based on equation 1, the target receiver intercepts the pseudorandom 

frequency-hopping signal; here, the receiver's selectivity will alter the received pulse amplitude and 

shape. A transfer function could be used to characterize the selectivity, and then, the receiver is linear 

up to the detector input. However, the receiver's transfer function is essentially constant over the 

spectrum of each pulse. As a result, when the pulse passes through the receiver amplifier, its shape 

remains unchanged. 

( ) ( )
T

kttrectyBPtx
K

K
−

= ∑
∞

−∞=

2   (5) 

Similarly, the probability of the output pulse amplitude will reach certain threshold values, as detailed 

in the equation below. 

( ) ( ) γγγγ
γ

dpp
T

xT ∫
∞

=>   (6) 

If the threshold level of is equal to the value of the desired level signal at the same receiver stage, it 

may indicate that the hopping sequence can avoid the synchronization problem, reduce interference, and 

improve the faster handoff. 

3.4. Improved gossip algorithm 
The current gossip-based dissemination schemes in blockchain networks rely primarily on random 

peer selection, which is prone to message redundancy and excessive communication overhead, especially 

during common handover events in dense 5G networks. Conversely, the proposed improved gossip 

algorithm employs a list-based historical node selection algorithm that explicitly eliminates the repeated 

use of the same peers in message dissemination. This alteration is not a direct adaptation of the 

traditional gossip protocols. Rather, an adjustment to handover-focused blockchain protocols, in which 

fast, non-redundant transmission of authentication requests is essential. The proposed method can 

greatly decrease redundant transmissions and has a direct contribution to the reduction in authentication 

delay. In addition to that, better throughput is achieved by limiting peer selection based on node history 

and hierarchical layering of ledgers to peers. Thereby eliminating scalability and latency limitations found 

in current gossip-based models.  
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The serving BS sends a handover command to the mobile device that includes information about the 

target BS. However, this request is disseminated through a gossip process carried out among blockchain 

nodes. Similarly, it reaches out to the handoff request quickly and effectively through the improved 

gossip algorithm. In this study, the improved hierarchical network design gossip algorithm modified the 

messages by incorporating a list organization to store historical node data, thereby limiting the range of 

target nodes based on the list. However, it minimizes the likelihood of selecting duplicate nodes, allowing 

fewer redundant messages to be delivered during data synchronization. On the other hand, selecting new 

nodes can improve data synchronization, resulting in greater efficiency. In general, the gossip algorithm 

uses three communication modes: push, gossip, and pull gossip. Similarly, the blockchain network 

follows a hierarchical structure. This network combines the qualities of a centralized structure and a 

completely distributed unstructured network. However, it establishes a fast-forwarding layer among 

them and selects a high-performing node as the ledger node. Meanwhile, the ledger and peer nodes 

form multiple tiers inside the channel. Moreover, the nodes in the channel interconnect based on the 

gossip algorithm. 

Let 𝑦𝑦 denotes the sending node and 𝑆𝑆𝑚𝑚 represents the message to be disseminated. The variable 𝐿𝐿𝐿𝐿 

denotes the local history list maintained by the node 𝑦𝑦, which stores the identifiers of peer nodes that 

have previously received a message from𝑦𝑦. This list is used to avoid repeated peer selection and redundant 

message transmission. Let 𝑓𝑓 denotes the number of peers selected for message forwarding in each gossip 

round and 𝑛𝑛 be the total number of nodes in the network. The peer selection probability  𝑃𝑃𝑖𝑖  for a 

candidate node 𝑖𝑖 is defined as: 

( )'1
1

ifn
Pi −+

=   (7) 

Where 𝑓𝑓(𝑖𝑖) represents the frequency with which the node i  has previously appeared in the local history 

list. This probability assignment prioritizes rarely contacted nodes, thereby increasing message coverage 

while reducing redundancy. At each dissemination round, the sending node𝑦𝑦selects a set of 𝑓𝑓 target 

nodes that are not present in its local history list 𝐿𝐿𝐿𝐿. Once selected, these target nodes are appended to 

𝐿𝐿𝐿𝐿, and the message 𝑆𝑆𝑚𝑚 is transmitted. Each receiving node repeats the same process independently, 

which ensures distributed propagation while minimizing duplicate transmissions. The variable 𝑌𝑌𝑖𝑖 
denotes the number of newly reached nodes during 𝑖𝑖𝑡𝑡ℎ gossip epoch and is modeled as:

i
i KY = . Where,

K is the fan-out parameter representing the number of peers contacted per round. This formulation 

captures the exponential spread property of gossip-based dissemination while remaining bounded by the 

history-aware peer selection.  

Algorithm 1 (Fig. 4) summarizes the improved gossip algorithm in procedural form. Step 1 initializes 

the message 𝑆𝑆𝑚𝑚  and local history list 𝐿𝐿𝐿𝐿. Steps 2-4 perform probability-based peer selection while 

explicitly excluding nodes already present in 𝐿𝐿𝐿𝐿. Step 5 disseminates the message to the selected peers. 

This sequence ensures logical consistency among variable definition, probability computation, and 

message-forwarding behaviour.  

Algorithm 1: Improved gossip algorithm 

Sending node 𝑦𝑦 

Step 1: Input, 𝑆𝑆𝑏𝑏, LH  

Step 2: Output, 𝑆𝑆𝑚𝑚 of the node 𝑦𝑦 

Step 3: Select the node 𝑓𝑓, that does not consider to 𝐿𝐿𝐿𝐿 as the target node with probability 𝑃𝑃, and insert the 

selected k  target nodes into 𝐿𝐿𝐻𝐻𝑓𝑓 

( )ifn
fP
−+

=
1

 

Step 4: Based on step 1, update the 𝐿𝐿𝐿𝐿of sending nodes 𝑦𝑦 by 𝐿𝐿𝐻𝐻𝑘𝑘 

Step 5: Send 𝑆𝑆𝑚𝑚 to each target node selected in step 1 

Fig. 4.  Improved gossip algorithm 
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3.5. Joint Graph-Based Delegated Practical Byzantine Fault Tolerance 

Traditional PBFT and delegated PBFT systems achieve consensus among all nodes, incurring 

quadratic communication costs and being scalable only up to a certain node density. The proposed JG-

DPBFT is fundamentally different in that it dynamically arranges blockchain nodes into subgraphs. This 

approach reaches consensus concurrently, followed by coordinating the results using a joint graph 

structure. In contrast to regular delegated consensus, JG-DPBFT allows for dynamic committee 

composition and block ordering in the form of graphs, alleviating node inconsistency and minimizing 

global synchronization costs. This structural combination with joint graphs of delegated BFT is a 

substantive improvement on adaptations of PBFT previously used. This enables the system to achieve 

low consensus latency and high fault tolerance in the face of both high mobility and frequent handovers.  

The proposed JG-DPBFT has enhanced the consensus efficiency; initially, nodes delegate their 

consensus power to delegates. These delegates reach consensus on a group like PBFT instead of a single 

set of delegates communicating directly with each other via a joint graph-based structure [30]. Nodes 

and their connections with voting, trust, and region are represented as graphs. Nodes in graph networks 

store information about themselves, as well as their predecessors and successors. When consensus nodes 

join or leave, they change the linkages to their predecessor and successor nodes, allowing for node 

expansion and removal. The graph can be divided into subgraphs called committees. However, if the 

client makes a request, there is no need to wait for the result before generating an alternative request. 

Every communication is processed independently by a committee, and different committees might 

operate in parallel processes. Similarly, the graph structure is used to address node inconsistency in 

blocks. Then, delegates from each committee form a joint graph that runs the PBFT consensus protocol. 

However, due to network latency, various blocks may occur only on a subset of nodes, which is addressed 

by employing a pre-block approach to ensure the algorithm runs smoothly. The algorithm consists of 

three phases: transaction validation, pre-block generation, and block synchronization. 

Let the blockchain network consist of 𝑛𝑛 nodes, where at most 𝑓𝑓 nodes may behave in a Byzantine 

manner, satisfying the fault tolerance condition 𝑛𝑛 ≥ 3𝑓𝑓 + 1 . A committee 𝐶𝐶 ⊆ 𝑛𝑛  of size 𝑔𝑔  is 

dynamically selected for each consensus round based on node trust score and network connectivity. Only 

committee nodes participate in block proposal and validation, which reduces consensus overhead. Each 

node 𝑖𝑖 is assigned a trust score 𝜏𝜏𝑖𝑖 ∈ [0,1], computed from its historical validation success rate, response 

latency, and malicious behaviour history. Nodes with 𝜏𝜏𝑖𝑖 ≥ 𝜏𝜏𝑡𝑡ℎ  are eligible for committee selection, 

where 𝜏𝜏𝑡𝑡ℎ is a predefined threshold. The leader node is randomly elected from the committee using a 

hash-based selection function to prevent targeted attacks. A block is considered valid when it receives at 

least 2𝑓𝑓 + 1  confirmations from committee members. The proposed JG mechanism model blocks 

dependencies as a directed acyclic graph, enabling deterministic block ordering and synchronization 

across committee and non-committee nodes. 

3.5.1. Transaction validation stage 

In order to determine the associated committee and random leader, the client must first send a 

transaction request, which is then hashed based on its content and time stamp. Pre-execution and 

transaction validation are conducted within the committee, and its members sign and disseminate the 

execution results. A committee member evaluates requests from other members by different outcomes 

with its computations. If the outcomes of the comparison are consistent, the message seems authentic. 

The random leader distributes the pre-block data and computation outcomes to all committee 

participants after gathering requests for the same computed results. Since members of the committee 

are broadcasting during this phase, the communication overhead may be computed in the following 

equation. 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠1 = (2𝑔𝑔 + 1)2 = 4𝑔𝑔2 + 4𝑔𝑔 + 1  (8) 

In the transaction validation stage, the leader broadcasts the transaction digest to all g committee 

members and collects verification responses. Each committee node exchanges validation messages with 
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all other committee nodes to ensure consistency. Hence, the communication cost grows quadratically 

with committee size, resulting in (2𝑔𝑔 + 1)2message exchange in the worst case. 

3.5.2. Pre-block Generation Stage 

When the random leader sends a pre-block confirmation request to a committee node, it first verifies 

the previously collected g  valid votes from another node. Once a valid vote from other nodes has been 

gathered, the node confirms the leader's request for pre-block confirmation. However, check if the block 

in demand contests the block to validate nearby with composed effective divisions. Once it has gathered 

feedback g The committee participants send a pre-block group request to all non-committee nodes. 

The non-committee nodes give the leader feedback and carry out pre-block generation operations on 

the block that the leader sends. When the leader node obtains a response from non-committee nodes 

in addition to the committee members' feedback from a total 2𝑔𝑔 + 1, it shows block validation data to 

all nodes, signifying that the pre-block generation is finished. As a result, this stage includes random 

leader dissemination to the committee first, followed by non-committee nodes after validation, allowing 

it to calculate the communication overhead, as shown in the equation below. 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠2 = (2𝑔𝑔 + 𝑔𝑔) ∗ 2 = 6𝑔𝑔  (9) 

During pre-block generation, the leader disseminates the pre-block to committee members and 

receives confirmations. Additionally, committee nodes interact with selected non-committee nodes to 

obtain block-verification feedback. This stage involves linear communication dominated by leader-node 

and node-leader exchanges, resulting in 6𝑔𝑔 message transmissions. 

3.5.3. Block synchronization stage 

If the node gathers 𝑓𝑓 block validation data, it executes the block synchronization process. Initially, 

the node hashes the gathered block authorization data and categorizes it based on the hash result. The 

sorted block dependence data is then broadcast by each node to all nodes. While the node obtains valid 

data from 2𝑔𝑔 nodes, it achieves local block provisions as well as block reordering information. The 

communication above in this phase is computed as below, 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠3 = (2𝑔𝑔 + 1)2 = 9𝑔𝑔2 + 6𝐺𝐺 + 1  (10) 

In the synchronization stage, validated blocks are propagated to ensure consistency across the 

committee and non-committee. Each node verifies and exchanges block dependency information using 

the joint-graph structure. This phase requires all-to-all communication within the committee, resulting 

in quadratic communication complexity. The overall communication overhead essential for the 

consensus algorithm is computed as follows, 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = ∑ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠𝑖𝑖3
𝑖𝑖    (11) 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑠𝑠𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = 13𝑔𝑔2 + 16𝑔𝑔 + 2 → 0(𝑛𝑛2)  (12) 

By substituting equation (10-12) into (13), the overall communication complexity is obtained. Since 

the committee size starts, equation g is proportional starting from the total  𝑛𝑛 . The worst-case 

complexity remains quadratic. However, due to committee-based participation, joint-based 

participation, and joint-graph synchronization, the practical communication overhead is significantly 

lower than that of classical PBFT, which requires full network-wide all-to-all messaging. Algorithm 2 

(Fig. 5) represents the algorithm of JG-DPBFT.The DPBFT algorithm employs join graph-based 

synchronous block processes. The transaction summary content, as well as information on the leader 

node, is concatenated into a string and hashed to provide a 256-bit random integer to confirm that 

altered nodes yield separate hashes. Similarly, the initial block has a small hash value, whereas the last 

block has a huge hash rate. As a result, the JG-DPBF ensures that the network remains secure even if 

certain nodes become corrupted. 
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Algorithm 2: JG-DPBFT algorithm 

Step 1: Function Broadcast message  
Step 2: If org (n) ←  node then  

Step 3:       digestByte = [ ]𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷)               
Step 4: if true ←  Verify then  

Step 5:      else  

Step 6:   if true  ← message pool then  

Step 7:          Count +++ 

Step 8:    if count >= fault number then 

Step 9:         Broadcast TemCommit  

             // Determine the message from the leader  

Step 10: digestByte = [ ]𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷)    

Step 11: if true  ← message pool then  

Step 12:      else  

Step 13:    if true ←  Verify then  

Step 14:    if count >=  𝑔𝑔 + 1 then 

Step 15: Block →  LocalBlock pool  

Step 16: Reply (Result) 

Step 17: Function broadcaster Synchronization  

REQUEST  

Step 18: if node =seedNode then  

Step 19:      if verify =True then // Verify block information  
Step 20:                   Count++ 

Step 21:          Calculate block message  

Step 22:    Function Handle synchronization sequence  

REQUEST  

Step 23: For 𝑖𝑖  in block message () do  

Step 24: if  Verify 𝑖𝑖 = True then  

Step 25:         First block= Min (Block dependencies) 

Step 26:        Last block= Min (Block dependencies) 

Step 27:                   Result = sort (block dependencies) // Join graph structure  

Step 28:           Broadcast  (Result) 

Fig. 5.  JG-DPBFT algorithm 

4. Result and discussion 
This section discusses the results of the suggested technique. The performance of IGJ-DPBFT can 

be measured using several indicators commonly used in current algorithms to assess its efficacy. Table 2 

shows the simulation's network restrictions. The parameter standards are chosen based on prior studies, 

as is the performance of the suggested method with various restriction settings. Employing these 

restriction settings yields greater results in the suggested research.  

All cryptographic operations and simulations were performed on a machine with an Intel Core i7 

processor (3.2 GHz), 16 GB of RAM, and Ubuntu 20.04. The suggested EEE authentication and JG-

DPBFT consensus mechanisms were implemented in software without hardware acceleration. All 

compared consensus protocols were evaluated under identical network conditions and without aggressive 

parameter tuning, ensuring that performance differences reflect architectural characteristics rather than 

configuration bias.  

The experiments have been conducted using the ns-3 simulator. The user traffic is modeled using a 

constant bit rate (CBR) model; the packet size is 512 bytes, and the packet interval is 20 ms. The 

Random Waypoint model is used to simulate UE mobility at a speed of 210 m/s over a simulation time 

of 300 s. Network load is varied by varying the number of active UEs from 10 to 50, and constant traffic 

patterns are held constant across all compared schemes. Underlying wireless connections are configured 

as a standard 5G-like setup, and all base stations are linked together with a wired backhaul. Simulation 

does not inject any explicit active attack traffic; rather, Byzantine behavior is simulated at the protocol 
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level by permitting the compromised nodes to arbitrarily violate the consensus protocol within the 

modeled fault tolerance. Such environments remain fixed to maintain valid and comparable comparisons. 

Table 2.  Simulation parameters used for evaluation. 

Parameter Value 
Simulation Time 200 seconds 

Number of UEs 20 mobile nodes 

Number of gNodeBs 4 (deployed in grid pattern) 

Mobility Model RandomWaypointMobilityModel 

Area Size 1000 m x 1000 m 

gNodeB Placement Grid (2x2 layout) 

Backhaul Type PointToPoint (5 Mbps, 2 ms) 

Core Network Model ns-3 LTE Evolved Packet Core (EPC) 

Frequency 3.5 GHz 

Bandwidth 100 MHz 

Tx Power 23 dBm (UE), 30 dBm (gNodeB) 

Noise Figure 5 dB 

Channel Model ThreeGppUrbanMacroPropagationLossModel + RayleighFading 

Antenna Model IsotropicAntennaModel 

Propagation Delay ConstantSpeedPropagationDelayModel 

Number of Blockchain Nodes 5 (1 per edge server) 

Consensus Protocol JGB-DPBFT (Joint-Graph Based DPBFT) 

Block Creation Interval 0.5 seconds 

Smart Contract Execution Time 25 ms 

Block Size 1 KB 

Blockchain Communication Delay 10 s 

 

4.1. Performance evaluation 
The outcomes of IGJ-DPBFT are shown and related to other algorithms such as POW, proof of stack 

(POS), Practical BFT (PBFT), and BFT. Fig. 6(a) depicts the energy consumption for both the current 

and the suggested methods. The energy usage was calculated using the received and transmission rates. 

The suggested method offers lower energy consumption than current methods at 0.4 J. In contrast, the 

conventional network-based technique consumes more energy due to frequent re-authentication. Fig. 

6(b) depicts the throughput analysis; the proposed approach achieves high network performance at a 

rate of 1987 Tx/sec. In the traditional technique, a greater network size and low throughput in 

communication between delegates might slow down each round.  

 

(a) 
 

(b) 
Fig. 6. Energy consumption and throughput performance in a 5G ultra-dense network with 4 gNodeBs (grid 

layout) and 20 mobile UEs. 

The comparison between energy use and throughput is shown in Table 3. The proposed consensus 

method achieved the best overall performance, requiring only 0.4 J of energy while delivering the highest 

throughput of 1,987 transactions/s. Compared with conventional methods, it reduced energy 

consumption by 95.3% relative to PoW, 42.9% relative to PoS, 66.7% relative to PBFT, and 55.6% 

relative to BFT, while significantly improving transaction processing capacity. These results demonstrate 
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that the proposed approach provides a more energy-efficient and scalable solution for blockchain 

consensus. 

Table 3.  Analysis of Energy Consumption and Throughput. 

Methods Energy Consumption (J) Throughput 
(Tx/sec) 

PoW 8.5 15 

PoS 0.7 492 

PBFT 1.2 973 

BFT 0.9 1276 

Proposed 0.4 1987 
 

The performance of consensus delay is associated with existing approaches such as POW, POS, 

PBFT, and BPFT, as illustrated in Fig. 7(a). Compared with the standard methodology, the suggested 

method has a shorter delay. However, with the suggested model, the delay is in the order of 90 ms due 

to the rapid consensus process. Similarly, consensus computing with a short minimum time length can 

efficiently learn the parameters employed in the process. Fig. 7(b) shows a performance assessment of 

the consensus period. The examination clearly shows that the suggested technique takes the least time, 

at 199 ms, while the old model takes significantly longer at 25864 ms, 2864 ms, 876 ms, and 576 ms. 

 

(a) 
 

(b) 

Fig. 7. Consensus delay and consensus time measured during handovers in a grid-based 5G topology with 20 

mobile UEs. 

Frequent UE mobility and blockchain-based authentication over wired backhaul influence 

performance. Fig. 8(a) depicts the usage of bandwidth in the path employing several existing and 

suggested models. The suggested method is more competent than the current network-based 

methodology. The suggested method increases the number of packets sent between the source and 

destination in the cell at a rate of 146 Mbps.  

 

(a) 

 

(b) 

Fig. 8. Bandwidth utilization and handover authentication delay in a multi-cell 5G network with mobile users. 

 Fig. 8(b) compares the authentication handover delays of the proposed method to those of several 

current algorithms. The old POW-based technique requires the user to register on the blockchain and 
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re-authenticate in the cell after moving between cells numerous times. These approaches necessitate re-

approval and verification protocols that differ across cells. As proposed, the user is not required to re-

authenticate when switching between cells, since they are valid end-to-end, and during handover, 

eliminating the authentication wait. However, associated with current approaches, the proposed 

consensus mechanism lowered the handover authentication delay to 2.8 milliseconds. Similarly, 

increasing network utilization dramatically increases the handover authentication delay. Table 4 

compares prevailing and proposed bandwidth and authentication methods. 

Table 4.  Analysis of bandwidth and authentication delay. 

Methods Bandwidth (Mbps) Authentication Delay (ms) 
PoW 27 45.2 

PoS 57 12.8 

PBFT 86 28.7 

BFT 93 25.4 

Proposed 146 2.8 

 

Fig. 9(a-c) presents a comprehensive assessment of authentication techniques, focusing on 

encryption, decryption, and key generation timeframes, providing crucial information on how well 

existing and planned algorithms support secure data and processing. However, the proposed method 

performs exceptionally well, with encryption, key creation, and decryption taking only 0.0654, 0.124, 

and 0.135 milliseconds, respectively. Existing AES key creation has a high computational cost, and this 

technique results in slow encryption and a long decryption times. However, during decryption, the older 

DES technique exhibits delegate overload and longer processing lags. Furthermore, traditional AES had 

a high frequency of handoffs, which could increase the overall cost of encryption. Table 5 compares the 

current and proposed authentication methods. 

 

(a) 

 

(b) 

 

(c) 
Fig. 9. Comparison of cryptographic key generation, encryption, and decryption time during handover 

authentication. Results reflect processing overhead at edge blockchain nodes triggered by UE mobility 

events. 
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Table 5.  Comparison of the relative analysis of authentication. 

Models Encryption Time (ms) Decryption Time (ms) Key Generation Time (ms)  
RSA 1.21 1.85 10.85 

AES 0.25 1.07 2.75 

DES 0.1 0.765 1.82 

EEE(Proposed) 0.0654 0.124 0.135 

Fig. 10(a-c) represents the performance evaluation of consensus time, energy consumption and 

throughput analysis based on the number of nodes. 

 

(a) 

 

(b) 

 

(c) 

Fig. 10. (a-c): Impact of increasing blockchain node count on consensus delay, energy consumption, and 

throughput. Simulations use the same mobile UE scenario and wired backhaul-supported 5G grid 

topology. 

From this analysis, the proposed model has obtained better results. According to the performance 

analysis in terms of energy consumption, throughput, and consensus delay, the suggested IGJ-DPBFT 

model is much better than the conventional schemes like PoW, PoS, PBFT, and BFT. PoW shows the 
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highest energy consumption, exceeding 21 J, with 20 to 100 nodes; the proposed model shows minimal 

energy consumption of less than 1 J with 100 nodes, indicating low computational power during 

authentication. PoW and PBFT also exhibit sharp degradation during node density, decreasing to less 

than 10 Tx/s and 310 Tx/s, respectively, whereas the proposed model exhibits a higher throughput over 

1200 Tx/s and higher node densities, which keeps the data transmission efficient during mobility. On 

the same note, the consensus time of existing models grows exponentially, and PoW and PBFT are 

38321 ms and 11800 ms, respectively, at 100 nodes, compared to the proposed model at less than 520 

ms, offering faster block validation and lower authentication time. In general, the current techniques are 

characterized by high latency, energy consumption, and lack of scalability because of the multiple re-

authentication and intensive consensus protocols, whereas the suggested IGJ-DPBFT model delivers 

quick, energy-efficient, and scalable handoff authentication applicable to ultra-dense 5G networks. Table 

6 represents the valuation of training time and inference time for the cryptographic mechanism in the 

proposed framework. Table 7 represents the total handover latency evaluation for the existing and 

proposed models. 

Table 6.  Cryptography mechanism-based average time evaluation. 

Operation Description Average Time (ms) 
EEE Key Generation Elliptic curve private–public key pair generation 1.35 

EEE Signature Generation Authentication request signing 0.86 

EEE Signature Verification Authentication verification at BS 1.91 

Table 7.  Latency breakdown of the proposed model by handover. 

Latency Component Description Average Delay (ms) 
Propagation Delay UE–BS and BS–blockchain node 

communication 

32.4 

Cryptographic Processing EEE authentication and signature verification 6.8 

Consensus Execution JG-DPBFT block validation and commit 48.1 

Total Handover Latency End-to-end authentication and consensus 87.3 

The reported low-latency performance is substantiated through a detailed time-budget analysis that 

decomposes the total handover delay into propagation, cryptographic verification, and consensus 

execution components. These results confirm that the observed sub-100ms consensus latency arises from 

architectural efficiency rather than favourable simulation settings. 

4.2.  Ablation study analysis and confidence interval test 
Tables 8 and 9 present the results of the ablation study and the confidence interval test to demonstrate 

model robustness. An ablation study represents the performance evaluation of various phase 

configurations. The improved gossip reduces redundant messaging and lowers consensus delay. EEE 

mechanism integration reduced authentication time and energy compared to standard ECC replacement. 

Table 8.  Ablation study. 

Model variant Authentication Delay (ms) Handoff Success Rate (%) 
Proposed 2.82 ± 0.09 99.6 ± 0.8 

Without Improved Gossip 5.60 ± 0.21 92.1 ± 1.6 

Without Joint-Graph 

Delegation 

7.30 ± 0.28 88.3 ± 2.1 

Without EEE (replace with 

standard ECC) 

6.80 ± 0.24 90.7 ± 1.9 

Without Gossip & Without 

JG (both removed) 

9.42 ± 0.35 82.7 ± 2.7 

Baseline PBFT (for 

reference) 

28.7 ± 0.9 86.9 ± 2.3 
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Table 9.  Confidence interval test for the existing and proposed models. 

Scheme Authentication Delay 
(ms) 

Consensus Delay (ms) End-to-End Handover 
Latency (ms) 

PoW 182.4 ± 9.6 420.7 ± 18.3 603.1 ± 21.4 

PoS 141.8 ± 7.2 312.5 ± 14.9 454.3 ± 16.8 

PBFT 118.6 ± 6.1 164.3 ± 9.7 282.9 ± 12.4 

BFT 109.2 ± 5.8 151.6 ± 8.9 260.8 ± 11.6 

JG-DPBFT 
(Proposed) 

42.7 ± 2.3 68.9 ± 4.1 111.6 ± 6.2 

As the experimental analysis shows, the proposed JG-DPBFT-based handover framework 

outperforms PoW, PoS, PBFT, and BFT in terms of authentication time, consensus latency, and end-

to-end handover time. The outcomes are presented as the mean values with 95 % confidence intervals 

across a series of independent simulations, which results in the confirmation that the performance gains 

are statistically consistent, and not because of the variability in a single run. This is mainly because of 

committee-based consensus, fewer complexities of messages, and lightweight cryptographic operations, 

all with consistent performance in the considered network conditions. All values represent the mean and 

95% confidence interval computed over 10 independent ns-3 simulation runs with different random 

seeds. 

4.3. Computational complexity analysis 
The computational complexity of the proposed IGJ-DPBFT scheme is significantly reduced by 

delegating consensus to selected committee nodes rather than performing full-network validation, as in 

PoW and PBFT. The improved gossip algorithm optimizes message dissemination by minimizing 

redundant transmission, reducing computational complexity from 𝑂𝑂(𝑛𝑛2) to approximately 𝑂𝑂(𝑘𝑘 𝑙𝑙𝑙𝑙𝑙𝑙 𝑛𝑛), 

where k represents selected target nodes. The JG-DPBFT divides nodes into sub-graphs, enabling 

parallel validation, lowering consensus complexity from 𝑂𝑂(𝑛𝑛3)  in traditional PBFT, to 𝑂𝑂(𝑛𝑛2) . 

Additionally, the EEE encryption mechanism replaces heavy multiplication-based elliptic operations 

with exponential operations, thereby reducing the time complexity of key generation and encryption. 

Overall, the combined mechanism reduces total computational cost while enhancing scalability and 

latency of large-scale 5G deployments. Table 10 represents the state-of-the-art model comparison with 

the proposed approach. 

Table 10.  State-of-the-art models comparison. 

References Year Performance metrics 
[21] 2024 Authentication delay- 2.90ms 

[22] 2024 Handoff failure-0.06% 

[23] 2024 Handoff success rate-89.5% 

[26] 2024 Communication cost-1088 bits 

[31] 2025 Handoff success rate-90.5% 

[32] 2025 Authentication delay-890 ms 

Proposed - Authentication delay- 2.82ms, Handoff failure rate-0.04% 
Handoff success rate-99.6% 

Communication cost-1021 bits 
Throughput-96.12 Mbps 

From this analysis, it is evident that the proposed model achieved higher values than the existing 

approaches. The presence of novel layers and modules in the hand-off management systems in the 

proposed model helped to achieve better results. 

4.4. Security model and formal analysis 

4.4.1. Threat model 

A partially synchronous 5G network is considered, with blockchain-based stations and edge nodes 

implemented. The adversary is a probabilistic, poly time (PPT) attacker that can do the following: The 
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proposed architecture is analysed under a partially synchronous network model in which an adversary 

may compromise up to 𝑓𝑓 Byzantine nodes, with 𝑓𝑓 < 𝑛𝑛
3
, capable of arbitrary behaviour such as message 

manipulation, replay, and omission. Compromised nodes can act in an arbitrary manner, such as by 

sending malicious messages or trying to break consensus. The opponent may intercept, replay, delay, or 

alter messages on wireless and backhaul connections, but cannot compromise common cryptographic 

primitives. Permissioned blockchain membership and identity binding address Sybil attacks. The denial-

of-service attacks are believed to be finite and cannot permanently block honest node communication. 

4.4.2. Security goals 

The JG-DPBFT consensus mechanism is safe as long as the proportion of the participating nodes is 

less than one-third. At least 2f+1 block members must provide confirmation, ensuring that at least one 

honest node is involved in any committed decision. Since honest nodes will never accept conflicting 

blocks, it is impossible to commit two distinct blocks at the same sequence number, thereby avoiding 

an inconsistent authentication record. 

4.4.3. Safety of JG-DPBFT 

In partial synchrony, when the network delay is bounded, consensus progress is assured once the 

network delay has reached a global stabilization time. The leaders in the committee are not chosen 

permanently, which impedes abuse by the rogue nodes. Since a minority of the nodes are malicious, an 

honest leader will ultimately facilitate the successful execution of a consensus round, so that valid 

handover authentication requests will ultimately be committed. 

4.4.4. EEE authentication security (RoR model) 

The Real-or-Random (RoR) model of authenticated key exchange is used to analyze the EEE-based 

authentication scheme. Under this model, the attacker is able to view protocol executions, inject 

messages, and disclose some session keys, but needs to make a difference between a real session key and 

a random value in a test run. EEE security is based on the Elliptic Curve Discrete Logarithm Problem 

(ECDLP) hardness. The ECDLP can be solved by any adversary that is capable of solving it with non-

negligible advantage using the real session key, and is computationally infeasible. Thus, the generated 

session keys are computationally indistinguishable from random and guarantee session secrecy and 

authentication. 

4.4.5. Replay resistance 

New nonces and session-specific parameters are added in every authentication exchange, so that 

previously sent messages cannot be reused to facilitate illicit entry. This causes honest nodes to reject 

replayed handover authentication messages. 

5. Conclusion 
This study proposed a new consensus procedure for handoff verification based on the IGJ-DPBFT 

handover model, which enhances 5G network user authentication and handover latency. However, in 

this paper, the use of blockchain technology and a new EEE authentication approach was proposed to 

protect user privacy in a safer, faster, and more effective manner to advance the 5G network, as well as 

to provide intelligent access control across different cells. The reduction in delay, consensus network 

security, and energy saving are some of the characteristics and objectives of 5G networks. Finally, in 

contrast with traditional PoW, PoS, PBFT, and BFT, the suggested consensus mechanism based on 

IGJ-DPBFT has attained less energy consumption, less consensus time, high throughput, and minimum 

handover authentication delay, respectively. 

The research is only tested in terms of simulation using ns-3 under controlled network conditions. 

There are no actual deployment or hardware in the loop experiments. Explicit malicious-node attack 

scenarios are not tested, even though the consensus design presumes Byzantine behavior. Moreover, the 

security of the suggested EEE scheme and JG-DPBFT protocol is analytically characterized and lacks 

formal cryptographic or consensus proofs. These will be considered in subsequent extensions of this 
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work. In the future, a new solution will be developed to improve the consensus approach, along with 

security enhancements applicable to various types of blockchain. However, future work in this research 

mainly focuses on extending support to 6G networks, which are expected to involve terahertz 

communication and ultra-dense node deployment. 
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