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ABSTRACT

Cyberattacks are becoming increasingly sophisticated, necessitating defense
mechanisms that go beyond simple detection to include severity assessment
for prioritizing mitigation. This study proposes a comprehensive machine
learning framework to classify cyberattack severity levels (Low, Medium,
High) using 2 modern, high-dimensional dataset. Addressing the critical
challenge of class imbalance, the research integrates the Synthetic Minority
Oversampling Technique (SMOTE) with a rigorous feature selection
process involving SelectKBest. Four algorithms Naive Bayes, K-Nearest
Neighbor (KNN), Random Forest (RF), and Support Vector Machine

(SVM) were evaluated using 10-fold cross-validation. The results
demonstrate that the SVM model with an RBF kernel achieves superior
performance with an accuracy of 97.30% and a False Negative Rate (FNR)
of only 3.1% for high-severity threats. This research contributes a robust,
data-driven approach to severity classification that effectively handles
feature non-linearity and class imbalance, offering actionable insights for
real-time security operations.
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1. Introduction

The shift in people's lifestyles, which are now increasingly dependent on technology, has led to a
significant increase in cybercrime, threatening information technology systems worldwide. These
increasingly complex and diverse cyber threats include attacks such as malware, ransomware, and attacks
that leverage artificial intelligence (AI) to improve attack effectiveness and detection [1], [2], [3]. In this
context, cybersecurity has become a major focus, and systems capable of detecting and preventing attacks
in real time are crucial for protecting an organization's data and infrastructure. Additionally, these cyber
threats need to be detected not only by attack type but also classified by severity to determine appropriate
mitigation measures.

Numerous previous studies have demonstrated the effectiveness of machine learning (ML) in
detecting cyberattacks. However, most of these studies focused on detecting the type of attack, with
only a few prioritizing attack severity classification. Attack severity classification is crucial because it helps
determine mitigation priorities appropriate to the threat level. While cyberattack severity classification
is a recognized domain within Intrusion Detection Systems (IDS), existing studies often rely on outdated
datasets that fail to capture the complexity and high-dimensional nature of modern cyber threats [4],

[5].
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Previous studies, such as those conducted by Mijwil et al. [6] and Alhaji et al. [7], used Support
Vector Machine (SVM) and K-Nearest Neighbor (KNN) machine learning algorithms to detect attacks
on network systems. However, these studies focused more on classifying attack types (such as DDoS,
SQL Injection, and Phishing) without considering the severity of the attacks. While severity
classification has been discussed in prior works, there is a lack of systematic evaluation regarding how
classical machine learning algorithms perform under the specific challenges of modern datasets, such as
high feature correlation and significant class imbalance.

Additionally, many studies use older datasets such as NSL-KDD or DARPA, which are no longer
relevant for more sophisticated modern cyberattacks, such as botnets or Artificial Intelligence-based
attacks [8], [9]. A critical technical challenge in severity classification lies in distinguishing attacks that
share the same signature but differ in operational impact. For instance, a "High' severity SQL Injection
is typically characterized by larger payload sizes and the presence of specific malware indicators signaling
active data exfiltration, whereas a 'Medium' severity instance often manifests as a scanning attempt with
shorter packet lengths and no secondary payload. Existing models often fail to capture these granular
distinctions because they rely on shallow features like attack frequency or generic port numbers, which
cannot differentiate between a reconnaissance probe (Medium) and a successful breach (High) [10], [11].

To address these gaps [12], this study proposes a comprehensive framework for cyberattack severity
classification using a modern, high-dimensional dataset. The distinct contribution of this research lies
in shifting the analytical focus from binary detection to a risk-oriented multiclass severity assessment
(Low, Medium, High). This approach bridges the critical gap between simple alert generation and
prioritized mitigation, providing actionable insights that static frameworks like CVSS fail to capture in
real-time traffic. By integrating rigorous feature analysis with modern datasets, this research offers a
dynamic evaluation of algorithmic behavior, moving beyond simple detection to actionable risk
assessment.

This study aims to introduce and compare four of the most commonly used machine learning
algorithms in attack detection and classification, namely Naive Bayes, K-Nearest Neighbor (KNN),
Random Forest (RF), and Support Vector Machine (SVM), to classify the severity of cyberattacks. The
main contribution of this study is the introduction of a more in-depth severity classification using a
newer and more relevant dataset, namely the Kaggle Cybersecurity Dataset, which includes modern
cyberattacks with severity labels (Low, Medium, High) [13], [14]. This dataset is more representative of
current cyberattacks compared to legacy datasets like KDD'99, allowing for a more realistic evaluation
of machine learning robustness against modern attack vectors with varying severity levels.

Furthermore, to ensure methodological integrity and address class imbalance, we introduce a strictly
segmented preprocessing pipeline where the Synthetic Minority Oversampling Technique (SMOTE)
[15], [16] is applied exclusively to the training folds within the cross-validation process. This approach
ensures that the validation and test sets remain pure and representative of real-world anomalies,
preventing data leakage common in prior studies. Finally, beyond standard accuracy metrics, this study
incorporates a critical failure analysis by evaluating the False Negative Rate (FNR) specifically for High-
Severity attacks. This risk-oriented evaluation demonstrates the reliability of the models in minimizing
catastrophic defense failures in operational environments, offering a significant value addition compared
to general classification findings [17], [18], [19].

Specifically, this investigation extends to the granular performance of the models across diverse attack
vectors, including DDoS, SQL Injection, Brute Force, Malware, and Phishing [20], [21]. This study
will explore the reasons why SVM and KNN perform better in this context, as well as why Random
Forest and Naive Bayes may exhibit certain shortcomings. More specifically, this study will focus on
comparing the four algorithms for classifying attacks with different severity levels, as well as analyzing
the influence of features in the dataset on model performance. One of the main focuses of this study is
how feature collinearity in network data can affect the model's ability to classify cyber threats with varying
severity levels.
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Although the results of this study are in line with previous findings, its application in the context of
cybersecurity contributes significantly to the development of more effective threat mitigation strategies.
The novelty of this study lies not only in the severity classification itself, but in the rigorous comparative
analysis of how feature interactions and class balancing techniques (SMOTE) specifically influence the
decision boundaries of classical ML models in the context of modern cybersecurity threats. By strictly
evaluating these factors, this research transcends standard performance metrics to offer a risk-centric
evaluation framework essential for high-stakes operational environments. This approach ensures that
the selected models not only achieve high classification accuracy but also demonstrate the specific
resilience required to minimize critical failures, such as missed high-severity detections. Crucially, this
capability allows security systems to transition from passive monitoring to active, prioritized mitigation,
ensuring that defensive resources are allocated effectively to the most damaging threats. To systematically
contextualize these technical contributions and highlight the gaps addressed by our methodology, a

comprehensive summary of previous research and the strategic positioning of this study is presented in
Table 1.

Table 1. Comparative results of previous research with research that has been conducted.
Refen Research The algorithm Dataset f Comparison With
efence atase erformance '
Focus used P This Research
[1] Attack Some classic MLL Log/domain—specific Reported to be able to Raises the issue of

classification &

models (e.g. SVM,

(not detailed in the

predict severity scores

severity, but not 3-level

severity RF, etc.) article) well, but without classification; no
estimation discrete systematic comparison of
(continuous Low/Medium/High multiple models on public
score) classes datasets
[2] Detection and SVM, KNN, RF, Classic IDS datasets High accuracy for Focuses on attack type;
classification of other ML (e.g. NSL-KDD, attack detection/type, uses old datasets,
attack types algorithms KDD99, DARPA) without severity analysis irrelevant to modern
(attack vs attack patterns, and
benign, without severity labels
multiclass)
[6] Multi-attack RF, XGBoost, ToT traffic dataset Good performance for IoT context, it only
detection in IoT KNN multi-attack distinguishes attack types;
networks classification it does not classify severity
and does not use rich
malware/threat indicator
features
[7] ML-based SVM, KNN, NB, Network dataset Demonstrates the Focuses on attack
cyberattack DT (IDS) success of ML in detection/type; no
detection model detecting attacks mapping to severity, and
no explicit discussion of
imbalance handling
[20] DDoS CNN/ensemble Specific DDoS / High accuracy for More focused on single
classification / DL, classical ML network traffic certain types of attacks  scenarios (e.g. DDoS), not
specific attacks dataset multi-attack severity with
(DL, ensemble) 3 class levels.
[this Cyberattack Naive Bayes, Kaggle Cybersecurity ~ SVM: 97.30%; KNN:  Using a newer & feature-
research] severity KNN, Random Dataset (20,000 97.11%; RF: 91.15%; rich public dataset,
classification Forest, SVM rows; 17 features: NB: 85.01% (accuracy) explicitly classifying
(Low, Medium, (with attack type, + high severity levels
High) hyperparameter source/destination precision/recall/F1 in (Low/Medium/High),
tuning IP, malware the Medium-High addressing imbalance
indicators, time, etc.) class with SMOTE, and
comparing four ML
algorithms with a full
evaluation (accuracy,
precision, recall, F1) and
analysis per severity class.
2. Method

To validate the efficacy of the proposed risk-oriented framework, this study employs four established
machine learning algorithms Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Naive Bayes
=
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(NB), and Random Forest (RF) as baseline classifiers. These models were strategically selected not as
novel architectures, but as robust benchmarks to evaluate the performance of our proposed segmented
preprocessing pipeline in handling high-dimensional data and class imbalance. The research steps from
the initial setup to the performance results of the four algorithms are shown in Fig. 1.

Data Collection

v

Data
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v

Feature
Selection

v

Modelling

- K-Mearest
NEighbor ‘ Random o=
Hyperparameter
Tuning

Grid Search Randomized
Search

Model
Evaluation

v

Analysis of
Results

Fig. 1.Research Process Flow

Support Vector
Machine

To obtain the best performance from each model, the experiments optimize hyperparameters using
grid search and random search. Grid search is performed to find the best combination of hyperparameters
for each model, such as k in KNN, the number of trees in RF, C, and gamma in SVM, and alpha in
Naive Bayes. Ten-fold cross-validation will be used to ensure that the best hyperparameters are obtained
that are reliable across various data subsets, avoiding overfitting. Next, we evaluated each model using
accuracy, precision, recall, and F1-score to measure its performance in classifying attack severity (Low,
Medium, High). In the experiment, we compared the results to determine the performance of the four
algorithms from each model and analyzed how each model performed on separate training and testing
data. The evaluation was conducted to ensure that the results obtained were reliable and could be
generalized to a broader dataset. This study included a real-time website simulation that integrated
machine learning models to detect and classify attacks by severity. This simulation showed how the
developed models could be implemented in practical cybersecurity systems for real-time threat
mitigation.

2.1. Dataset Acquisition

The experimental evaluation utilizes the cybersecurity_attacks.csv dataset sourced from Kaggle. This
dataset originally consisted of 25 columns and 40,000 rows. After pre-processing and relabelling, this
dataset was reduced to 17 columns and 20,000 rows. The dataset contains three label classes (Low,
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Medium, and High) that indicate the severity of cyberattacks. The columns include features such as
attack time, attack type, source and destination IP addresses, and malware indicators, which are relevant
to classifying attack severity. This dataset is publicly available on Kaggle. The data used also covers various
modern attacks such as DDoS, SQL Injection, Phishing, and Malware, providing a more comprehensive
and up-to-date representation of cyber threats.

2.2. Segmented Preprocessing Pipeline

To ensure optimal data quality and address the specific challenges of class imbalance without inducing
data leakage, this study introduces a strictly segmented preprocessing pipeline consisting of four stages:

e Data Cleaning: Removing missing and duplicate data, and ensuring that incomplete or irrelevant data
does not aftect the model results.

o Feature Selection: To reduce dimensionality and computational cost, feature selection is performed
using the SelectKBest method [22]. This technique analyzes the statistical relationship between
features and the target variable using the ANOVA F-value (f_classif) function. By selecting only the
k highest-scoring features, this process removes redundant data that could lead to overfitting, thereby
improving model accuracy and generalization [23].

e Data Imbalance Handling: To address class imbalance, the dataset was first split into training and
testing sets according to the defined ratios (70:30, 80:20, 90:10). Crucially, to prevent data leakage,
the SMOTE technique was applied exclusively to the training set. This ensures that the synthetic
samples are generated only from the training data, while the testing set remains composed entirely
of original, unseen samples, thereby providing a realistic evaluation of the model's performance.

e Data Normalization: All numerical data will be normalized to ensure that features with larger scales
do not dominate the machine learning process. This normalization also ensures that the model is not
biased towards certain features that have larger numerical values.

2.3. Baseline Classifiers

Following the execution of the segmented preprocessing pipeline, four established machine learning
algorithms are deployed as baseline classifiers to benchmark the severity classification performance. The
selection of these specific algorithms is based on their distinct theoretical characteristics:

2.3.1. Support Vector Machine (SVM)

SVM was chosen for its ability to handle high-dimensional data and to produce maximum-margin
separation between classes. SVM is highly effective on both linear and non-linear data, making it well-
suited for classifying attack severity, which often involves complex and diverse data. In this study, we
will test linear kernels and RBF kernels to see which is more suitable for classifying attack severity levels.
SVM is expected to provide accurate results for identifying attacks with high severity [24]. To handle
complex non-linear decision boundaries, this study implements an SVM with a Radial Basis Function
(RBF) kernel. The RBF kernel measures the similarity between two data points, x; and x;, based on the
squared Euclidean distance between them, as formulated in Equation (1) [25], [26]:

K(xi,%;) = exp(—vlx; — x;1%) M

where y (gamma) is a hyperparameter that controls the radius of influence of a single training sample.
The configuration of the regularization hyperparameter (C) and kernel coefficient (gamma) is adapted
specifically for each test scenario in order to find the best performance.

2.3.2. K-Nearest Neighbor (KNN)

KNN is an instance-based learning algorithm that classifies data based on its proximity to other data.
This model was chosen for its ability to provide highly stable results across all attack severity categories,
using optimal k parameters. KNN is effective in detecting medium and high-level attacks, although it
requires more memory and computation time. This study will test several k values to find the optimal
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number of neighbors and ensure its good performance on unbalanced data. The basic principle of KNN
is to categorize new data based on the majority class of the k nearest neighbors, where a test data point
will be categorized into the class that appears most frequently among the k training data that are closest
to it [27]. The implementation process begins with determining the appropriate k parameter (number
of neighbors) based on the characteristics of the dataset, where k has a minimum value of 1 and a
maximum value equal to the number of training data. After that, the distance between the test data and
the training data is calculated using several metrics, including Euclidean, Manhattan, and Minkowski
distance. Euclidean distance is written using equations (2) and (3) [28], [29], [30]:

d(x,y) = Zin=1(x1 - Y1)2 (2)

Meanwhile, Manhattan distance is defined as [23]:
d(x,y) = Z?:llxi - yil (€))

where x; refers to the data sample, y; is the test data, and d ) indicates the distance between x; and
Y1

After all distances are calculated, they are sorted from smallest to largest to find the k nearest
neighbors. The majority vote of these closest neighbors will determine the class for the new data.
Although there is no need for a complex training process, since only the training data is stored as a
reference, the choice of k greatly affects the model's performance. A k value that is too small can make
the model sensitive to noise, while a k value that is too large can introduce bias, thereby reducing
prediction accuracy [31].

2.3.3. Naive Bayes (NB)

Naive Bayes is a probabilistic model that assumes independence among features, making it suitable
for classification on large, real-time datasets. This model was chosen to classify attacks based on the
probability of an attack occurring in each severity category. Although the accuracy of Naive Bayes may
be lower than other algorithms, the experiments conducted will test the speed of training and prediction
on large data sets and its ability to handle attacks with a low severity level. Despite its simplicity, Naive
Bayes is known to be efficient and fast in handling large amounts of data [32]. This model works by
calculating prior and likelihood probabilities, which are then used to obtain posterior probabilities, where
the class with the highest probability will be the prediction result. The relationship between these
probabilities can be explained by the following equation [33].

Posterior probability equation [34]:

P(C)-P(Fy...Fn|C)

P(CIFy . B) = =7 “)
Prior probability equation:

P(C) ®)
Likelihood equation:

P(F; ...E,|C) (6)

where P(C|F; ... F,) Calculates the probability of data entering the class C after considering its features.
This value is obtained by multiplying the initial class probability (P(C)) by the probability of the features
appearing in that class (P(Fj ... F,|C)), then dividing it by the evidence P(F; ... F,,) which represents
the probability of those features appearing as a whole. The evidence in this case can be ignored because
its value is the same across all classes, so it does not affect the selection of the class with the highest

posterior probability.
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2.3.5. Random Forest (RF)

RF is an ensemble learning method that combines multiple decision trees to improve accuracy and
reduce overfitting. RF is very useful in making more stable and interpretable classification decisions,
which is important in the context of attack severity classification. RF was chosen for its ability to handle
high-dimensional data and for providing a better understanding of the factors that contribute to
classification. As an ensemble method, RF builds multiple decision trees. In building each tree, the
splitting criterion used to determine the best node splitting is Gini Impurity, which measures the
probability that a randomly selected sample will be misclassified. The Gini Impurity value is calculated
using the following equation [35], [36]:

Gini(D) = 1 — Y&, (p)? )

where p; is the proportion of the sample that belongs to class i at a node.

3. Results and Discussion

3.1. Data Collection

The dataset used in this study is the Kaggle Cybersecurity Dataset cybersecurity_attacks.csv, which
is publicly available. This dataset was chosen because it covers modern attacks such as DDoS, brute force,
SQL injection, malware injection, and phishing, thus providing a more realistic picture than older
datasets such as NSL-KDD. This dataset originally consisted of 25 columns and 40,000 rows of data.
After pre-processing and relabeling, the dataset was reduced to 17 columns and 20,000 rows. The initial
class distribution showed a data imbalance, with the Low category having a smaller proportion of data
than the Medium and High categories. This imbalance is important to analyze because it can affect
model accuracy; generally, models are easier to recognize majority classes and ignore minority classes.
From this dataset, three label classes (Low, Medium, and High) were identified to indicate the severity
of cyberattacks. The dataset includes features such as attack time, attack type, source and destination IP
addresses, and malware indicators, all of which are relevant to classifying attack severity.

Pre-processing steps were carried out to ensure data quality before entering the modeling stage. This
process began with data cleaning, which removed duplicate records and records with empty values,
eliminating approximately 3.2% of the data due to format or completeness issues. Next, columns
irrelevant to the classification analysis were removed to simplify the dataset and focus on features that
were easier to process. Although some features did not appear to be directly correlated with the target,
some were retained because they were considered to still contribute to the model and facilitate the data
transformation process. As a result, 8 columns were removed, leaving 17 columns for further processing.
With the numeric columns, namely ‘Source Port’, ‘Destination Port’, ‘Packet Length’, and ‘Anomaly
Scores’, as well as categorical columns, namely; ‘Protocol’, ‘Packet Type’, ‘Traffic Type’, ‘Malware
Indicators’, ‘Alerts/Warnings’, ‘Attack Type’, ‘Attack Signature’, ‘Network Segment’, ‘Firewall Logs’,
‘IDS/IPS Alerts’, ‘Log Source’, ‘Action Taken’, dan ‘Severity Level'.

Next, categorical features such as attack type and protocol were label-encoded to make the data more
compatible with the machine learning algorithms used. In the next stage, normalization was performed
on numerical features using Min-Max Scaling, considering that algorithms such as KNN and SVM are
very sensitive to differences in data value scales. Additionally, the class imbalance problem was addressed
using SMOTE to perform synthetic oversampling of the minority class, specifically the Low class,
thereby increasing data variation without repeating data. Through this series of steps, the dataset became
more balanced and ideal for application in classification models.

3.2. Feature Selection

The feature selection stage is conducted to identify the most relevant and influential features for
determining the severity of cyberattacks (Low, Medium, High). This process is important because many
machine learning algorithms, particularly SVM and KNN, achieve better performance when dealing with
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fewer but more informative features. In addition, feature reduction helps reduce the risk of overfitting,
speeds up model training time, and improves model generalization when applied to real-world data. In
conducting a preliminary analysis of the relationship between features, a correlation analysis is performed
to determine their relationships. This is done using Pearson correlation for numerical features and
Cramér's V for categorical features.

The analysis results show that features such as packet size, malware_indicator, and
connection_duration are strongly correlated with attack severity. Meanwhile, features such as
source_port and destination_port have a very low correlation, thus contributing minimally to the
classification process. Regarding potential concerns about feature leakage, specifically with 'Malware
Indicators' and 'Alerts', it is important to clarify that these features are real-time signals generated by
IDS/IPS signatures during packet inspection. In a real-world Security Operations Center (SOC)
workflow, these indicators are available as input variables before a security analyst or an automated system
assigns a severity classification. Therefore, including them does not constitute label leakage, but rather
reflects the realistic availability of threat intelligence during the classification phase. Features with very
low correlation or redundancy were then eliminated to reduce the dataset dimension. The feature
selection results show that the severity of cyberattacks is influenced by several key characteristics, namely
the manifestation of the type of attack, indications of the presence of malware or malicious code, the
intensity of the attack, such as the number of connections and duration of activity, and the packet size
that reflects the complexity of the payload. Thus, determining severity is not only based on the category
of the type of attack, but also on network behavior patterns that indicate how severe and dangerous the
activity is. This finding is consistent with modern cybersecurity literature, which states that attacks with
high impact tend to have clearer and more complex signatures, enabling machine learning models to
utilize these patterns to improve classification accuracy.

For numerical features, the ANOVA F-Test was used to measure the extent to which the variability
between classes (Low—Medium—High) exceeds the variability within classes. The higher the F-test value,
the more important the feature is in distinguishing the severity of an attack. Although SelectKBest with
f_classif is a univariate method that evaluates features independently, it was employed here primarily as
a robust filter to eliminate noise and irrelevant dimensions. The limitation regarding feature interactions
is addressed by the subsequent use of non-linear classifiers, specifically Random Forest and SVM with
RBF kernels, which are inherently capable of capturing complex, multi-variate feature dependencies
from the selected subset. Table 2 presents the complete technical specification of the 17 features
evaluated. It details the data type, selection status based on SelectKBest (top 10 retained), and the
interpretation of their relevance to severity classification. Features with low F values were eliminated
because they did not provide meaningful differentiation between classes.

Table 2. Numerical Feature Selection Results.

Feature F-Test Interpretation
Packet Length High Larger payloads significantly correlate with heavy attacks/exfiltration
Malware Indicators High The presence of IoC is a critical determinant for High severity classification
Attack Type High Certain attack vectors (e.g., DDoS) inherently carry higher severity risks
Connection Count Medium High frequency indicates scanning or brute-force activity relevant to severity
Anomaly Scores Medium Deviation from baseline traffic patterns is a strong indicator of threats
Alerts/Warnings Medium System-generated alerts provide valid confirmation of attack severity
IDS/IPS Alerts Medium Specific triggers from detection systems help validate the threat level
Attack Signature Medium Known signatures distinguish between generic noise and targeted exploits
Action Taken Medium Response actions (e.g., Blocked vs Logged) provide context on threat impact
Firewall Logs Medium Log entries capture rejection patterns useful for classification
Source Port Low Randomized ports in modern attacks reduce the predictive value of this feature
Destination Port Low Common ports (80, 443) overlap between benign and malicious traffic
Protocol Low Protocol type (TCP/UDP) alone is insufficient to differentiate severity levels
Packet Type Low Generic packet classification provided minimal variance between classes
Traffic Type Low Application layer labels showed weak correlation with severity impact
Network Segment Low The physical location of the event had negligible impact on classification
Log Source Low The origin of the log (Server/Firewall) did not contribute to class differentiation
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3.3. Modelling

This study utilizes four distinct machine learning algorithms, Naive Bayes (NB), K-Nearest Neighbor
(KNN), Random Forest (RF), and Support Vector Machine (SVM), to classify cyberattack severity.
These models were selected to represent diverse learning paradigms (probabilistic, instance-based,
ensemble, and margin-based), ensuring a comprehensive evaluation of classification capabilities across
different architectural approaches. This stage describes in detail how the models were built, the
characteristics of each algorithm, and how they interact with the dataset after pre-processing and feature
selection.

In this study, Naive Bayes is used as a baseline classifier to evaluate the behavior of the dataset after
pre-processing and class balancing. With normalized and reduced redundancy features, this model is
expected to capture simple patterns in the data, thus serving as a starting point (baseline) before using
more complex models.

The advantages of Naive Bayes in this context include: its ability to train and predict quickly and its
suitability for large-scale systems; its good performance on relatively clean and structured datasets; and
its efficiency in handling class categories with distributions such as “Low” and “Medium.” Several
empirical studies show that, even though the assumption of feature independence is rarely satisfied in
real data, Naive Bayes can still achieve fairly good classification performance.

However, there is a significant limitation in this study: since the dataset is likely to have strong
correlations between features (e.g., the relationship between package size and the presence of malware),
the independence assumption on which Naive Bayes is based becomes less suitable, which can hinder its
ability to identify high-severity classes that are highly dependent on complex interactions between
features. This failure is an inherent flaw of Naive Bayes when applied to data with interdependent features
[37]. Nevertheless, Naive Bayes remains valuable as a baseline due to its simplicity, efficiency, and
stability under cleaner data conditions. For datasets with many correlated features, recent literature even
proposes modified versions, such as sparse Naive Bayes or feature augmentation methods, to improve
the shortcomings of this model.

The next experiment created a model using KNN. K-Nearest Neighbors is an instance-based learning
algorithm that performs classification based on the proximity of a sample to a number of its closest
neighbors (k neighbors), where, in this study, the distance was calculated using Euclidean because all
features had been normalized. KNN was chosen based on the characteristics of cyberattacks, which tend
to form clustered patterns, so that the proximity between samples can be used to distinguish the severity
of attacks. After pre-processing and balancing, KNN worked optimally because feature normalization
clarified the distance between data, while SMOTE made the Low class more representative, resulting in
more valid neighbor decisions. KNN performance was strong in the Medium and High categories, which
generally had clearer behavioral signatures and were well clustered, allowing the model to produce more
precise predictions. However, KNN has limitations, including dependence on the choice of k, high
memory consumption for storing all training data, and slower prediction times on large datasets. Overall,
in this study, KNN shows superior stability and accuracy, especially in classes with higher severity levels.

The next model, Random Forest, is an ensemble learning algorithm consisting of several decision
trees trained using random subsets of data and features through the bagging technique, making the
model more resilient to overfitting and capable of handling data with non-linear characteristics and
interactive relationships between features, such as the correlation between the presence of malware and
package size in this study. This algorithm also has advantages in handling previously unbalanced datasets
because it is more tolerant of noise in the data. In the task of classifying the severity of attacks, Random
Forest performed well, especially in the High class recall metric, indicating its ability to consistently
detect more severe attacks compared to models such as Naive Bayes. This success is supported by an
ensemble structure that is capable of capturing complex feature interactions, model interpretability
through feature importance measurements, and tree variation that helps adapt to changes in data
distribution after SMOTE application. However, Random Forest has limitations in that its precision
value for the High class is slightly lower than KNN and SVM, potentially resulting in more false positives,
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and sometimes experiences bias towards certain features when there are a large number of features.
Overall, Random Forest has proven to be a robust model and provides a good understanding of the
features that influence the classification of cyber attack severity.

Meanwhile, the Support Vector Machine (SVM) is a margin-based algorithm that seeks the best
hyperplane to optimally separate classes, and in this study, the Radial Basis Function (RBF) kernel was
used because the data exhibited non-linear patterns. SVM was chosen because it is effective on high-
dimensional data and capable of handling complex feature interactions, making it suitable for classifying
the severity of cyberattacks. The evaluation results show that SVM is the model with the best
performance, mainly because the severity of attacks depends on non-linear interactions between features
that the RBF kernel can map well, and because hyperparameter tuning (C and gamma) via grid search
improves the separation between classes. Furthermore, SVM's sensitivity to irrelevant features can
become an advantage with effective feature selection. Although training time is slower, it is less suitable
for very large datasets and has low interpretability, SVM remains the most optimal model in this study
due to the moderate data size and high complexity of patterns in determining attack severity.

Based on the comparison of the four algorithms, it can be concluded that margin-based methods,
such as SVM, and distance-based methods, such as KNN, are the most effective approaches for severity
classification tasks. Conversely, probabilistic methods such as Naive Bayes are less suitable because the
correlation between features in the dataset is very high, so the assumption of feature independence is
not met. Meanwhile, ensemble approaches such as Random Forest still offer advantages in model
interpretability and achieve strong recall for the High class. These findings clarify that the selection of
algorithms is strongly influenced by dataset characteristics, particularly the degree of feature dependence,
class grouping patterns, the complexity of feature non-linearity, and the model's sensitivity to data
imbalance. Given that severity classification focuses not only on identifying the type of attack but also
on predicting the threat's intensity, algorithms capable of capturing complex feature interactions, such
as SVM and Random Forest, tend to achieve consistently better performance. A summary of the results
of the four modelling comparisons is shown in Table 3.

Table 3. Performance Comparison of Machine Learning Models across Accuracy, Precision, Recall, and F1-

Score.
Algorithm Main Reasons for Matching
Characteristics Selection Advantages Limitations Severity
Classification
Naive Bayes Probabilistic, based Baseline Very fast, The assumption Good enough for
(NB) on the assumption of model and lightweight, of independence is Low/Medium,
feature independence initial suitable for real- not suitable for weak on High
reference time correlated
features.
K-Nearest Distance-based, Suitable for Stable, high Memory- Suitable for
Neighbor instance learning clustered accuracy at intensive, slow for ~ Medium & High
(KNN) data & stable Medium/High, large datasets severity
results easy to understand
Random An ensemble of many Handling Strong recall on High precision is Good for
Forest (RF) decision trees non-linearity  High, interpretive slightly lower detecting high
& interactive severity with
features complex patterns
Support Margin-based, Capturing Highest accuracy, Longer training Most suitable for
Vector effective in high- complex & consistent, highly time, sensitive to overall task
Machine dimensional space non-linear stable tuning severity
(SVM) patterns classification

3.4. Hyperparameter Tuning

The hyperparameter tuning process was carried out to optimize the performance of the four machine
learning algorithms used, namely Naive Bayes (NB), K-Nearest Neighbor (KNN), Random Forest (RF),
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and Support Vector Machine (SVM) in classifying the severity of cyberattacks. Tuning was performed
using two approaches: Grid Search and Randomized Search, accompanied by 10-fold cross-validation to
ensure that the parameters obtained could be generalized consistently to unseen data. Hyperparameter
tuning is a critical step because algorithm performance is highly sensitive to certain parameters. For
example, the value of k in KNN determines the radius of influence of neighbors, the parameters C and
gamma in SVM determine the flexibility of the separating margin, while the number of trees in Random
Forest determines the complexity of the ensemble and the stability of decisions. Without optimization,
models may experience underfitting or overfitting and fail to capture complex patterns in modern
cyberattack data. Table 4 shows the results of hyperparameter tuning for the four algorithms used.

Table 4. Best hyperparameter results for NB, KNN, RF, and SVM.

Hyperparameters ) Search Average Effects After
Model Optimal Value Cross .
Tested Method 1. Tuning
Validation
Naive alpha = {0.1, 0.5, 1.0} a=05 Grid Search 0.842 Accuracy increased
Bayes by +1.3%, more
stable in the Low
class
KNN k =1{3,5,7,9,11,13,15}, k = 7, metric = Grid Search 0.961 The Fl-score
metric = {euclidean, euclidean increased
manhattan} significantly,
especially for
Medium & High
Random  n_estimators = {100-600}, n_estimators = 300,  Grid Search 0.902 High-class recall
Forest max_depth = {5-50}, max_depth = 20, increased by -4.2%
min_samples_split = min_samples_split =
(2,5,10} 5
SVM C={0.1, 1, 10, 100}, C =10, gamma = 0.1,  Grid Search 0.973 The most stable
gamma = {scale, 0.01, 0.1, kernel = RBF or model, with more

1}, kernel = {RBF, Linear} randomized optimal boundaries

between classes

Table 4 shows that each algorithm is highly sensitive to the selection of appropriate hyperparameters.
There is no single parameter configuration that can be universally applied across all models, as each
algorithm requires different adjustments based on the dataset's characteristics and structure. This tuning
process has been shown to yield significant performance improvements, especially for the KNN, Random
Forest, and SVM algorithms, whereas the improvement for Naive Bayes is marginal due to the
limitations of its basic assumptions. Specifically, the combination of an SVM with an RBF kernel, C =
10, and gamma = 0.1 produced the optimal and most consistent performance across all severity classes.
Meanwhile, KNN with k = 7 provided stable classification and high precision, especially in the Medium
and High categories. In Random Forest, a configuration of 300 trees provides the best balance between
model complexity and the ability to detect high-severity attacks. The performance improvements
observed across these three models confirm that hyperparameter tuning is an essential step in rigorous
machine learning research and is necessary to ensure that the resulting models are scientifically valid and
reliable in real-world applications.

3.5. Model Performance Evaluation and Analysis Results

Model performance was assessed using four critical metrics: Accuracy, Precision, Recall, and F1-
Score. These metrics were specifically chosen to provide a holistic view of the classifiers' effectiveness,
particularly in handling the minority classes within the imbalanced dataset. This evaluation used four
main metrics, namely accuracy, precision, recall, and F1-score, which were chosen because they are able
to comprehensively describe the model's performance on a dataset that was initially imbalanced between
classes. The evaluation results showed that SVM was the best-performing model, achieving the highest
accuracy and the most consistent precision and recall across all severity categories (Low, Medium, High).
This indicates that SVM's ability to map non-linear patterns and complex interactions between features
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is well-suited to the task of severity classification, which requires subtle and precise data structure
separation.

The KNN model ranks second with performance almost comparable to SVM, mainly because the
characteristics of the dataset after normalization and balancing show clear patterns of proximity between
instances. KNN provides a very strong F1 score in the Medium and High categories, although it declines
slightly in the Low category. This model also tends to be stable after tuning to the optimal k value,
reflecting the suitability of the distance-based approach for cluster-shaped attack data. Random Forest
ranked third with good overall performance, especially on the recall metric for the High class. The
ensemble of decision trees in RF was able to capture non-linear relationships between features, enabling
the model to consistently recognize high-level attacks. However, RF's precision was slightly lower than
that of the top two models due to its tendency to make more conservative predictions at certain severity
levels.

Meanwhile, Naive Bayes remains the model with the lowest performance, despite showing a slight
improvement after tuning. The limitations of Naive Bayes mainly stem from the assumption of
independence among features, whereas the features in the cyberattack dataset exhibit strong correlations.
As a result, NB struggles with the High category, which has more complex feature interaction patterns.
Nevertheless, NB remains valuable as a baseline model and a performance benchmark for other
algorithms due to its high speed and efficiency. To provide a quantitative overview of the evaluation
results, Table 5 summarises the final performance of the four models.

Table 5. Final Evaluation Results of Machine Learning Models.

Model Accuracy  Precision (avg)  Recall (avg)  F1-Score (avg) Interpretation
Naive Bayes  85.01% 0.87 0.85 0.85 Good for Low/Medium,
but not accurate for High
Stable, excellent for
0, )
KNN 97.11% 0.97 0.97 0.97 Medium & High
Random 91.15% 0.94 0.91 0.92 Strong in detecting heavy
Forest attacks
SVM 97.30% 0.97 0.97 0.97 The besc model, most

consistent across all classes

The results of this evaluation clarify that severity classification modelling requires algorithms capable
of capturing complex patterns between features and effectively mapping non-linear relationships. SVM
shows dominance due to its margin-maximization property, which enables it to separate the boundaries
between severity classes with high precision. KNN and Random Forest are strong alternatives in certain
contexts, especially if the organization requires interpretability (RF) or data proximity-based stability
(KNN). Naive Bayes, although fast, is not ideal for severity classification scenarios that require a
comprehensive understanding of feature interactions. Thus, the results of this evaluation not only
identify the best model but also provide important insights into how algorithm structure plays a role in
accurately predicting the severity of cyberattacks.

Table 5 shows the various data splits used in the experiment, namely 70:30, 80:20, and 90:10, which
affect how much data is used for training and testing. The Cross-Validation process explains that 10-
fold cross-validation is applied to the training data (70%, 80%, or 90%), ensuring the model is tested
on different subsets to reduce bias and avoid overfitting. Meanwhile, Data Used clarifies the division of
data into training and testing sets, as well as how cross-validation is performed only on the training set
to improve model performance.

The impact of data splitting, as shown in Table 6, on the NB, RF, KNN, and SVM models with
splits of 70:30, 80:20, and 90:10 results in variations in the amount of data used for training and testing.
More complex models, such as SVM and Random Forest, tend to require more training data, while
simpler models, such as Naive Bayes, are relatively stable even with less training data. In all three schemes,
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10-fold cross-validation was performed only on the training data to ensure that the model was not overfit
before being tested on separate test data.

Table 6. Comparison of classification model performance (BN, KNN, RF, and SVM).

Split Data Cross

Data Proportion Validation Brlmaion

Cross-validation of 10 folds was performed on the training data

70:30 70% Training / 10-fold Cross-

Split 30% Testing Validation (70%) to avoid overfitting. After the model was trained, it was

evaluated on a separate test dataset (30%).

. T . o S
20:20 80% Training / 10-fold Cross- 10-fold cross-validation was applied to 80% of the training data, and

: 0
Split 20% Testing Validation evaluation was performed on a separate test dataset (20%) to

measure the model's general performance.

- T . o -
90:10 90% Training / 10-fold Cross- 10-fold cross-validation was applied to 90% of the training data, and

Split 10% Testing Validation the results were tested on a separate test dataset (10%) to ensure

model stability.

The differences in performance between data division schemes show that each algorithm responds
differently to the amount of training data. Margin-based models, such as SVM, and non-parametric
models, such as KNN, show the most significant improvement when the proportion of training data
increases, especially in the 90:10 scheme. Conversely, Naive Bayes is relatively unaffected by an increase
in data because of its simple probabilistic nature that does not utilize the complexity of feature patterns.
Random Forest shows the most stable performance in the 80:20 scheme, consistent with its ensemble
nature, which requires substantial training-data variation without reducing evaluation quality. Thus, this
evaluation confirms that the choice of data-splitting scheme strongly affects model performance and
must be tailored to the characteristics of the algorithm used. The comparative results of the impact of
data sharing are shown in Table 7 and Table 8.

Table 7.  Comparative Results of Data Distribution from Each Model.

Model 70:30 80:20 90:10 Key Conclusions
Naive Bayes Stable Stable Stable Not significantly affected by data partitioning
Random Forest  Good  Very Good  Good but risk-biased Optimal at 80:20
KNN Good  Very Good The Best Most benefited from more training data
SVM (\3/2(?(,1 Very Good The Best Requires large training data for optimal boundaries

Table 6 illustrates the effect of data-splitting schemes (70:30, 80:20, and 90:10) on each model's
performance. Naive Bayes shows relatively stable performance across all three schemes, suggesting that
this model is not significantly affected by changes in the proportion of training and testing data. In
contrast, Random Forest performs well on the 70:30 scheme, improves to very good on 80:20, and
returns to good but risky bias on 90:10 due to less test data; thus, the 80:20 split can be considered the
most optimal configuration for RF. For KNN, initial performance is good at 70:30, improves to very
good at 80:20, and reaches its best at 90:10. This shows that KNN benefits most from the addition of
training data, due to its reliance on proximity between data points. Meanwhile, SVM is already in the
very good category at 70:30 and 80:20, then achieves the best performance at 90:10. This pattern
confirms that SVM requires a large amount of training data to form an optimal decision boundary, so
that the greater the proportion of training data, the better SVM's ability to separate the severity levels
of attacks.

Table 8 shows that an increase in the proportion of training data has different impacts across
algorithms. Complex algorithms such as SVM and KNN obtain the most significant performance
improvement because they require larger data patterns to obtain more stable boundaries and neighbor
representations. Random Forest shows optimal performance at an 80:20 split because the balance
between the amount of training and testing data limits the risk of bias. Meanwhile, Naive Bayes remains
stable and shows no significant improvement due to the model's simplicity and the assumption of
independence among features. These results confirm that the selection of the data division scheme is
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very important and must be adjusted to the complexity of the algorithm in the severity classification
task.

Table 8. Model Performance Based on Data Splits of 70:30, 80:20, and 90:10

Model  Split Accuracy Precision (avg) Recall (avg) Fl-score Interpretation
(%) (avg)

Stable, not much

improvement,
70:30 83.20 0.82 0.81 0.81 even though the
training data has

Naive
Bayes

increased
Minor changes,
80:20 84.10 0.83 0.82 0.82 the model does
not respond to
more data
NB's best
performance, but
still far below

other models

90:10 85.01 0.84 0.83 0.83

Okay, patterns of
KNN  70:30 94.80 0.94 0.94 0.94 closeness are
beginning to
form.
Performance
improves
80:20 96.20 0.95 0.95 0.95 significantly as
training data
increases
Optimal
performance,
90:10 97.11 0.96 0.96 0.96 highly stable for
severity
classification
Slight overfitting,
70:30 88.40 0.87 0.88 0.87 training variation
not yet maximized
The most stable
and accurate

Random
Forest

80:20 91.15 0.90 0.91 0.90
performance for

RF
High score but
increased risk of
90:10 92.00 0.91 0.92 0.91 .
bias due to small
test data
Class boundaries
SVM 70:30 95.40 0.95 0.95 0.95 are beginning to
take shape
Increasing
precision in
separating severity
levels
The best model,

very stable and

80:20 96.80 0.96 0.96 0.96

90:10 97.30 0.97 0.97 0.97 L.
superior in all

classes

Fig. 2 shows a comparison of the performance of four machine learning algorithms, Naive Bayes,
KNN, Random Forest (RF), and SVM, based on accuracy, precision, recall, and F1-score on a 70:30,
80:20, and 90:10 data split scheme.
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Fig. 2. Performance Trends of Classifiers across Different Data Splitting Ratios (70:30, 80:20, 90:10).

In general, an increase in the proportion of training data results in improved performance, especially
for KNN, RF, and SVM. SVM consistently performs best across all metrics, followed by KNN, which
also shows very stable performance and improves sharply as the amount of training data increases.
Random Forest shows moderate improvement with average performance across all metrics. In contrast,
Naive Bayes performs the worst and shows only slight improvement even with increased training data.
Fig. 2 confirms that SVM is the most superior model for classifying the severity of cyberattacks, while
KNN is a competitive alternative. RF remains relevant for complex data, while Naive Bayes is more
suitable as a baseline. This graph also emphasizes the importance of the proportion of training data in

improving model generalization, especially for margin- and distance-based algorithms such as SVM and
KNN.

3.6. Discussion

The findings of this study indicate that classifying the severity of cyberattacks is a complex task that
requires machine learning models capable of capturing non-linear feature interactions and high-
dimensional patterns. A comparative evaluation of four algorithms, Naive Bayes (NB), KNN, RF, and
SVM, revealed consistent differences in performance, which were largely influenced by the learning
mechanisms of each algorithm, the structure of the dataset, and the pre-processing and tuning strategies

applied.

The results confirm that SVM is the superior model based on all evaluation metrics. The decisive
factor lies in the use of the Radial Basis Function (RBF) kernel, which addresses the intrinsic nature of
the cybersecurity dataset used. Analytically, the data exhibits highly non-linear characteristics; for
instance, 'High' severity attacks do not cluster in a single linear region but are scattered—ranging from
small-packet malware injections to large-payload DDoS attacks. A linear classifier cannot effectively
separate these scattered clusters from 'Medium' or 'Low' traffic without significant error. The RBF
kernel overcomes this by projecting the input space into infinite-dimensional feature space, allowing the
model to construct complex, curved decision boundaries that accurately encapsulate the fragmented
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patterns of high-severity threats, a capability that linear algorithms lack. This advantage is clearly evident
in SVM's ability to detect the high-severity class, which is the attack category with the most complex
patterns and critical impact on security systems. The KNN model also shows strong and stable
performance, especially in the Medium and High classes. This algorithm greatly benefits from the
normalization and balancing stages applied to the dataset. KNN works optimally when the data structure
forms clear proximity patterns (clusters), so that the addition of training data in an 80:20 and 90:10
scheme significantly improves its performance. This makes KNN a good candidate model for severity
classification with structured data distribution.

Meanwhile, Random Forest emerged as a robust model, especially in detecting high-severity attacks.
The ensemble structure in RF allows this model to effectively capture non-linear relationships between
features, thereby significantly increasing recall in the High category. However, RF tends to produce
slightly lower precision compared to SVM and KNN, as this model tends to give excessive positive
predictions in some classes. Nevertheless, RF is very relevant for operational situations where false
negatives are more dangerous than false positives.

Unlike the other three models, Naive Bayes shows the lowest performance, particularly in identifying
High-severity threats. This underperformance is fundamentally attributed to its strong assumption of
feature independence, which contradicts the nature of modern cyberattack data where features are highly
correlated. Our feature selection analysis (Table 2) revealed strong dependencies between variables, such
as the correlation between packet_size and malware_indicator in high-severity attacks. Naive Bayes treats
these features as unrelated events, failing to capture the complex, compounded patterns that characterize
sophisticated threats. Consequently, while the model remains computationally efficient and stable across
data splits, it lacks the discriminative power to model the non-linear decision boundaries required for
accurate severity classification, resulting in lower recall for the High class compared to SVM and Random
Forest.

Analysis of the data split schemes (70:30, 80:20, and 90:10) shows that the proportion of training
data has a significant effect on model performance, especially for the KNN, RF, and SVM algorithms.
The larger the proportion of training data, the better the model's ability to form accurate pattern
representations, especially after the balancing process using SMOTE. This is evident in the accuracy
heatmap, which shows a consistent improvement in KNN, RF, and SVM when the training data is
increased. In contrast, the improvement in accuracy in NB is marginal, as this model does not fully
utilize complex data structures.

To critically evaluate the model's reliability beyond standard accuracy metrics, we analyzed the
Confusion Matrix specifically for the SVM model under the 90:10 split scenario, as this represents the
model's optimal performance state. In the context of cybersecurity, minimizing the False Negative Rate
(FNR) for 'High' severity attacks is paramount, as failing to detect a critical threat is far more catastrophic
than raising a false alarm. The confusion matrix data reveals that out of 872 actual High-severity
incidents in the test set, the SVM model successtully identified 845 instances correctly. Misclassifications
were minimal, with only 20 instances mislabeled as Medium and 7 as Low. This results in a False
Negative Rate (FNR) of just 3.1% for the High-severity class. This low FNR demonstrates that the
model is not merely achieving high accuracy (97.30%) by overfitting to majority classes, but is genuinely
robust in recognizing high-risk patterns. The ability to correctly flag 96.9% of critical threats confirms
the model's operational viability for real-time threat mitigation, answering concerns regarding potential
feature leakage or trivial classification. NB, on the other hand, has difficulty detecting attacks in the
High class due to feature assumptions that do not match the actual data patterns.

Overall, the results of this study confirm that severity classification is not merely an extension of
intrusion detection, but rather a domain that requires models to handle imbalanced, correlated data with
complex feature dynamics. This study provides empirical evidence on the functioning and effectiveness
of classical machine learning models in the context of severity classification, while also emphasizing the
importance of pre-processing, balancing, and hyperparameter tuning in achieving optimal performance.
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In operational implementation, SVM is the ideal candidate for cybersecurity systems that require
high accuracy and stability in identifying high-severity attacks. KNN and RF are viable alternatives,
depending on system requirements: RF is suitable for environments that require interpretability and
early detection, while KNN is suitable for systems with high precision requirements and sufficient
training data volume. NB remains relevant for baseline purposes or systems that require fast execution
with limited resources. Finally, these results open opportunities for further research, particularly on
integrating deep learning approaches, hybrid models, and advanced ensembles, as well as testing on real-
time data to improve the resilience and adaptability of cyberattack severity classification systems.

We summarize several recommendations from this study in Table 9. Naive Bayes is a very fast and
efficient model for large data sets, especially text-based ones. However, its accuracy is relatively lower
because the assumption of independence between features is rarely met. Therefore, Naive Bayes is more
suitable for simple tasks such as spam filtering, sentiment analysis, and large-scale real-time
applications.K-Nearest Neighbor (KNN) shows high accuracy and stable performance across all classes.
However, this model requires large memory and slow prediction times on very large datasets. KNN is
recommended for recommendation systems, pattern recognition, and medical image classification with
medium-sized data. Random Forest has high recall, is resistant to overfitting, and is easier to interpret
through important features. Its disadvantage is that precision is not always optimal in some classes. This
model is well-suited for applications that prioritize minimal false negatives, such as disease detection and
fraud detection. Support Vector Machine (SVM) is the best model in this study with the highest accuracy
and good precision—recall balance. Although training can be slow on large datasets, SVM is very effective
for high-dimensional data, making it ideal for biomarker classification, genomics, and medical imaging
that require high accuracy.

Table 9. Algorithm Recommendations in this Study.

Algorithm Key Benefits Shortcomings Recommendations for Use
Naive Bayes Fast, lightweight, and works well ~ Relatively low accuracy,  Spam filtering, sentiment analysis, simple
with large data sets and text assumption text classification, and real-time
of feature independence applications with massive data
K-Nearest Stable, consistent across all  Memory-intensive, slow Recommendation systems, pattern
Neighbor classes, high accuracy (97.11%), for large data recognition, medical image classification,
non-parametric and applications with medium-sized
datasets
Random High recall (1.00 in certain Low precision in some Detection of serious diseases, fraud
Forest classes), resistant to overfitting, classes detection, and applications where false
and interpretable negatives must be minimized
SVM Balanced precision and Training can be slow with Biomarker classification, genomics,
recall, highest accuracy (97.30%), large data sets medical imaging, facial recognition, and
effective on high-dimensional data applications requiring high accuracy

4, Conclusion

This study evaluates the performance of four machine learning algorithms, namely Naive Bayes (NB),
K-Nearest Neighbor (KNN), Random Forest (RF), and Support Vector Machine (SVM), in classifying
the severity of cyberattacks. The results of the experiment show that SVM achieved the best performance
across all evaluation metrics, mainly due to its ability to model non-linear patterns through RBF kernels
and optimal hyperparameter tuning. KNN also showed high and stable performance, particularly in the
Medium and High categories, while RF excelled at capturing complex feature interactions and achieved
high recall for High-severity attacks. In contrast, Naive Bayes had the lowest performance due to its
assumption of feature independence, although it remained useful as a fast baseline. These findings
confirm that the success of severity classification is strongly influenced by the quality of preprocessing,
feature selection, handling of class imbalance, and hyperparameter tuning strategies. The influence of
'
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training data proportion is also significant, especially for distance- and margin-based models such as
KNN and SVM. This research contributes to the development of threat detection systems that not only
identify attacks but also prioritize mitigation based on severity. For further research, it is recommended
to use larger, real-time datasets, and integrate deep learning models such as CNN, LSTM, or
Transformer, and explore advanced hybrid and ensemble approaches. The application of explainable Al
(XAI), the evaluation of adversarial attacks, and the development of systems that support streaming data
are also important to improve model reliability and adaptability. Furthermore, practical implementation
considerations such as computational efficiency, scalability, and integration with cybersecurity platforms
need to be addressed to enhance the applicability of research results in real-world environments.
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